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Abstract

Fingerprint authentication system is an important identity authentication system,
plays an irreplaceable role in access control, attendance and other fields. In the mobile
Internet era, with the popularity of e-commerce and electronic payments, the demand for
user authentication is more and more than before, fingerprint authentication system is
more and more important.

Traditional contact fingerprint authentication system after years of development and
application is already quite mature. However, with the development of the mobile Internet,
the traditional fingerprint authentication system has still leaked some problems. The first
is the cost problems, the traditional fingerprint authentication system using fingerprint
sensor as the output terminal, which is a C/S architecture model, it means we must install
the appropriate hardware and software for each system, and then the cost of system will be
increased. The second is availability problems, since the conventional fingerprint
authentication systems rely on specific hardware and software, and when the specific
hardware and software fails, the user will not be able to use the system for authentication,
it cannot complete the entire business process, this creates a problem of poor system
availability; The last is safety problems, in the conventional fingerprint authentication
system, fingerprint sensor is a contact input terminal, the traces will be left after the user
presses, which may cause illegal user information stolen, which resulted in lower system
security issues.

To solve the problems, we proposed a new fingerprint authentication system based on
smartphone solution. Using smartphone as an input terminal, using REST-style web
service as cross-platform fingerprint authentication services, using digital watermark
algorithm as fingerprint encrypted solution, this solution is suitable for mobile Internet, at
the same time, the cost, usability and security of the traditional fingerprint identification
system have been solved. In order to realize the new solution, we used the Object-Oriented
system analysis and design method to give system requirements modeling, outline design,
detailed design, and database design. Then we used Nancy Framework and reversible

digital watermark algorithm to realize a fingerprint authentication system prototype based
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on smartphone. Finally, in order to verify the validity of the fingerprint authentication
system, we use MATLAB program for fingerprint authentication system simulation
analysis. The simulation results show that the fingerprint authentication system based on
smartphone can effectively reduce the system cost and improve the effectiveness of the

system, and the system has strong resistance to session hijacking and replay attack.

Keywords: Fingerprint authentication Watermark Encryption Web security
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HREEE pP=o=-=-"-- ‘ Database \
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& 4.2 RETERIAE
MEREEMEFTUEL , REENF S B, REABIEESR , ¥ MysQL
124 DBMS BR%: , HIR AELZ | 7F Nancy Framework FRE2 S ANV AAERYIZE | FhjF]
FIEHIZEZE , £ Nancy Framework BRI HI S 4w 5 A R GL %5248 , &
ERAPLE | @I i EHALERR YT A9 Web API BR S5 , 18] i FR IR 4R 3L AT % /K JSON
iR, RIEANAE , BFFBARERT Android ¥, i0S ¥, Web ¥ 25 BRI
BR% , SXLERY FA AR 3- @I ARAT Web API ch32{3tfd] JSON ¥R 7 HL LA,

422 REEERT
ERREMIRITAIEAE |, 78 Nancy AEZRRIEAL EHITIORIT. KRITHESR
E%E
(1) BRESEHENS , BHESKRIUENSE , RS FLEMLELEHRX
A, RIRSKARE 2 [A) 2 [A) AR R S E KR,
(2) B RIHEN SSENE ™ 0 )i tmARm ) KBRS T,
(3) BITHEHI S SRV ERIR AR
(4) SKIRZEGRIRZE Y BB KX IBX R,
AR ZEE BRI NE 4.3 FR,
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UserController FingerprintController

+string uploadFingerprint(Fingerprint fp)
+string matchFingerprint(FIngerprint fp)
+string generateQrcode()
+string verificationUser()

+string insertUser(User user)
+string getUser()

: v
Vv Fingerprint
User

+string fpID

+string userld +string fpName

+string userName <@ +tint sampleNumber
( ) 1.x +string userlD /O

. +int insertToUser(User user) ; . = :
IUserOperation +bool isExistUser(User user) Hatling JpPath IFingerprintOperation

+int insertToFingerprint(Fingerprint fp)
+getimages(string userld)

UserFingerprint

+string userld
+string fpld
+string ufiD

&l 4.3 RERELRIT

Sext RGBT TR,

BT SRRSSED |, SRASENE X T RN A& MPLR4E | FEIRN180FE
ZUAE RS F , FATE X T IUserOperation # [ # IFingerprintOperation 3 [ .
IUserOperation 3 X X7 User SMAKNZ A B HK#ERME , BABE T insertToUser /5
75 F isExistUser ik , A3 B THAMABFAPMAWMBFARESTFE
IFingerprintOperation 3] X . T insertToFingerprint 75 j%F1 getlmages 777% , 45! A
FIRMFESE FARER T B fa 8t Fr.

HRFENRIEE |, RRE R T ARERFRIERXN R |, EARRGHHENLT
User ] Fingerprint Z5P NSRS, User X LT A FTABHKIEN |, B1F Userld
# UserName JEM , 73T [UserOperation #H , Fingerprint 255E X T 8 8A B K
BYE , 4% fpId , fpName , sampleNumber , userld F1 fpPath JE ¥ , 3 S0HL T
IFingerprintOperation & ,

FETRIE SURIRKRERZE |, KX RIRT B ALK Z [A—Z KRR,
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HE T —KEXZE UserFingerprint 28, A5 3N EHE |, ufID B | userld B4
A0 fpld BtE. BTSSRI #E User Z5H0 Fingerprint 2527 [B]HIR AR,

BRIAENIEHIZZE |, FAVEEFE N T UserController 1 FingerprintController B
MR R TIREM N A BURSRIAZE, MR8 250 R AR X R A BE SRIA2E
F 1 UserController 2$5E X T insertUser 1 getUser BIAN 7% , 3 A TR A F#
% B BT & B / ; FingerprintController 2£ £ X 7T uploadFingerprint 77 j% .
matchFingerprint 7% . generateQrcode 77j% 1 verificationUser 757% , 9 RIFAT B A~
fEfesr, RAULECHES. A AR P E S,

ERGT , MY THIRRMAEEMZEHEE , Kir EEFARZE , BEHRTHE
KEAX FEBREATBZIEN HTML 15 , SRGWEZEXKIFAKX , BHFAR
BRI RGBS,

4.2.3 SHESRFMEET

FERAEKERIMEM L, RO RGN OER TR, EARSF |
BANANA FESER A A FIESILECH MER R A E R KR,

1) FPTEECR ABERERIT

R PESCR AR B SN TR - B AERE LETFRRIA a8 bR
B, HPRAAEELEFRREMAAESREEHTRA , R LEEQE R
RERFIRTER ; ERAEELEUE  BAA T TIEEUE RS, AL
HEFERER PR HA LERLER  ArREg L= —Sdt Tiegil
ACRIBTIR . SE23 RIS FrE M B FARR TR,

HPER L FIRE FFRIANE 4.4 BV,
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interaction A S B EfE ]

User UserView UserController User

2 . insertUser

B 3:insenToUser '
I Il
e L 4 BEHEARTRL

& 4.4 AP{EE LENFE

NN FEFTAERL , APEELELBR 4 MK, BH 5 User 7£ UserView
MEFHEER FEE , Userview W 2| A F 15 8 Z Ja 1% 5K UserController 28 ]
insertUser 777k , XA iAF—H1E53K User 28] insertToUser AiE¥ A PR ERRE A
RS | insertToUser AIABATRAG , IREIA AN E B EZN% UserController 2
6 R RE 2 B ATHEEZA JSON 3 , FH4E JSON $iE R B4 View , fLEIRZA ¥
JSON ¥iEIR ML R (B Fin) .

P PTEEL L ZF AR FFRIANE 4.5 BTUR,

interaction i} P¥g5r L& )

L1 S APER

6 i% [ JSONEE

User FingerprintView FingerprintController Fingerprint

|1 SRR, |

2 : UploadFingerprint

3 : insertToFingerprint _

H S

: o€ enme e e '

T TITISIT 5: BEJSONKHE L) 47 BEHEALR
'6 : REISONKE :

& 4.5 FFTEs LiERFE
NZERFETUNEL , ARELQ LERXBR 4 MRIEK , B 5% User 7£
FingerprintView fl Bl F 3 EfE QU ¥iE L ME WA FEYAHIEZ FEK
FingerprintController Z£57 f{] UploadFingerprint 777% , X 73 i& — #5385k Fingerprint
2] insertToFingerprint 7175 A FIESEIES A\¥EES |, insertToFingerprint /5
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EPATRAE |, IREFESHENZ B AENE FingerprintController 38 , 45|25 ARIE 2 B AL
ThZAZR JSON ¥4 , FF3E JSON #EIR [A]45 View , LB R K JSON ¥R [4: H
(& Fi)

2) A FfagilLECA B FIRIT

R PIESULECAE IR 2 R Ge iz DA I R BRI TREAEER | ZEANILECIE 72 X AT AL
NA3INHE :

SE—HE , ARER _ZERSEER. B 4% User [6] FingerprintView &7 & AR — 4
REESK , AR A &K A A FingerprintController 2657 ) generateQRCode /5%
AR TR | ST IERI TR ER AR IR B “ARREGRER  EER R4
FOEGRA .

FEZNEL , BPRIEMER. B g ZARLF A FreSE AT KEN N ER

Z Ja 1 FingerprintView 1 B4 3z L BCiE 5K , L & E W 2 DL A v K DA J5 A A
FingerprintController 7 f{] verificationUser 77 /&30 UE Fl PROE SSME |, FFIR [B] B ~IeE

ERYS View 25,

interaction Fi SHESILE

User FingerprintView FingerprintController Fingerprint

1: FRER 468

2 : generateQRCode

| — 1]

< """" i i ot e A 3R [ R E G

4 BRTHBER

5:MAMAIAR | 6 : verificationUser

9 : getimages

<
""""""""""""""" 10 : REFELCARR

.
112 1 EEHELILAISONER T 11 BRI ELISONIER

&l 4.6 FF1eSILACH FrIE]
SR, O BALENE. ERIEBFEXIMUE , B EX
FingerprintController 28f{] matchFingerprint 777% , %A i&1#t—$1E3K Fingerprint 32K
2K getlmages ARV A FITETEL E% , RER A FIs8 S EBIRET A X
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P FTEEUHATSTLEANILEL |, 1SEHEEIIPLLER | FE1% JSON 48R IR [E]44 View , &R/a
PEHEFELILAC JSON £ERIREILH A (B Fim) |, el T ¥ egLAcd 72,
P PIESULECAR RN IS FrEIan ] 4.6 FiR , B FREIFES AR T DAL 3 MITER.

43 BIEESOT

A KIE ARG REERIT AR HTHIRFERT. BTARRGERITHEUEERLL
wA, BT T kR ERO T
43.1 E-R

BHERTHIRERGRAKRARE , HEEORMNASHIEFETEERET 21K
K : B PSRIK User FIFELISK Fingerprint , B T&ANF A0 A 2 MNESEURE |
SR PSRARFITESCRR Z [AITE AL T — X 2K AR,

ERAFKKT , A4 Userld , UserName 11 PasswWord =N @M , H A Userld
FERE ; FEFELSSR{KY , A5 Fpld , FpName , sampleNumber , FpPath I Userld =
BN, HPRAFpld AESE |, Userld A%MiE, 8T Userld 23 —XF % KEX.

s RS0 E-R BT 4.7 7R,

@ User [— 1 A N — Fingerprint

sampleNumber

K 4.7 BIRERSE-RE

4.3.2 WHREEFEABOT
R4E_E3R E-R ESHTHER AR , BIFR PRITTAESE RREIT.
(1) t_user REEIT
tuser KEMFAEER , FRERFNMAGEE | TEFRIFRBRIR 4.1
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F41 FAPEER

FEAER FERRY S FEHA
userld varchar(20) B Arid
userName varchar(20) & A4

userPassword varchar(20) & FA F3RRG

(2) t_fingerprint FRHKIXIT
t_fingerprint & f FHEEUE R R, FHETMA FNIELUERE | TEFERAFEA
R LNR 4.2 FR,
F42 AFEEUEER

FERAFR FERRY S5 FELHHR
fpld varchar(45) i §41d
fpName varchar(20) FELLL TR
sampleNumber int(11) HARS
userld varchar(20) A
fpPath varchar(80) E4E12

4.4 AE/NE

AEFEMEE X R ARG TR X AEE XN RARGRIT T IERT T ARGt
Bk, NRGEEANE RIS T RGAMFHIHTT THERDIT ; HIXREES REST
Web Service I ARSI RGEST 7 MRIT , BIRRGEREMNRIT, LTS
FRIT &, ERAGEMBOTIEM EFHT T ¥IEFERIT , BIE E - R BRIt
AR BT
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5 FERSGAMEARZSRI

AT ET T KENHESOAERS I , HEFRNBANNE, 55—
5, W RIS R IRLEH) , 58 Nancy Framework 4 U ZROREUIEL ; 5=
9 TRRGMBENRIL; B0 WL RIERERORI ; HIHS ,
WRISHIE RO ; BTSRRI KA TEUTRENH AR
I

5.1 RYSTHFEMN B

AREBRS#3imX AT Nancy Framework 2 {# REST K& ] Web Service , FItL A&
G5 SCHNI #2848 Nancy Framework ) MVC 5, RGBS RAT ¢
(1) 3H Visual Studio 2013 S XIR{EAFFA TR , ESEZRIKAE Visual Studio F
%% Nancy Framework #2532 T B , 37 A8 Nancy T H .
(2) RIMAGARKNE=FZLEMTIEA , 20 SourceAFIS, Zxing.net, MySQL
IKENFEFSE.
(3) REMEIEFER , KIBRGERTHREURIEE T R RGART R,
(4) REMEERFFX  FRAGSAFZEK VLA,
(5) REGEHIFRETFTR , FRAGHZ O FZE , BfFREE L%, Byl
BC. fe8umE, “ARERE.
RO ARNSE 5.1 Fim. NES1AUEL , RENHEE AR
E. fEEMZESIZEE 3804 , 5| AT Zxing, MySQL, Nancy, SourceAFIS 4 4k
B, IRESIEEEIE RS A MysSQL.
RERERTHRRBRIBET X R EFEHSEE | X THREE
I MR IPLAR R SRR EXT Y ; X TRRE , XAMAMAER 3| EH 05 fain
BHTHRE ; MTIRHIERE M YRt EMIa AL, ERERENS , 3Kl
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B MERR . PRI, ZH28 e AR5 s,

Controller View

Get["/"]

View["index"]

Get[“/certificate”]

View[“certificate”]

|
[ Get[“/upload"]
|
|

X |
n>| View["upload"] ‘
™ |

|

Get[“/barcode” =| View[“barcodeimage™
| g

[ Post[“/certificate"] I

|

Model
l Post[*/upload”] 1 | User ‘
E | Fingerprint ‘
Reference ‘:I, | SqlHelper ‘
| Zxing.net | | MatchResult ‘
l MySql | ]
[ SourceAFIS | —:>
User
‘ = | : Fingerprint }

& 5.1 &EF MVC ARG SKRIIERE
5.2 R ESIY

AR EFERITT 4 MERIZE, HA User 2550 Fingerprint 2SR $UEFEF User
#<H Fingerprint 3k )SS{K2E ; MatchResult 28135 T ULALLER TR , SqlHelper 24
BT STEIBSRERIRE A VAE 3. BT User 28, Fingerprint 281 MatchResult 2€
RARXEIERIARE S , B EERER T,

1 User 2677, E X T userld, userName, passWord 3 ™ EM-S¥HEE t_user 5%
FASTRY

1£ Fingerprint 2574 |, F X 7 fpID. fpName, sampleNumber, userld, fpPath 5
A B SBURE t_fingerprint RAAXTLYZ,
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1 MatchResult Z£F F T fingerprint JEMEF] score B , 9 AIARFRTESH
DLECH %K. 7EDLECIRMET | SSREMASEIHHITIE.

TEARERI R | SqlHelper 283453 7 PO MRMESIRMTIE | SR ESTNANZ/ O
Kk, BTV, SqlHelper XHSINT 4 NAIE  IRMAAER. RIS
BIFERS. WA FESHFEULRBIESEZRER , /A1 T,

5.2.1 HRMAFFAE

UAERTRIARMA S, BaERuRE  ARBEANSHE ALK
SQL &A% , FIF SQL &K A Al ABUERE. ‘}%%MFHFH‘}%E‘]%EMJ&EE&HT ;
public static int insertToUser(User user)

{
int rows;
using (MySqlConnection myconnection = new MySqglConnection(myconn))
{
string commandText = "insert into user values (@userld,@userName)"; MySqlC
ommand command
= new MySqglCommand(commandText,myconnection);
command.Parameters. AddWithValue("@userlId", user.userld);
command.Parameters. AddWithValue("@userName", user.userName);
myconnection.Open();
rows = command.ExecuteNonQuery();

}

return rows;

}

522 FAFREFERE

ZHERATHWR AR AFE. BaEEiEE , AR FE/EA SQLIES
FRISHIHITEW , RIBBIEEE SR KFIMA PR AGFE , FHR[E bool E. #I
W7 R PR B AR SRELARLEN T ¢

public static bool isExistUser(User user)
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int num,;

using(MySgqglConnection myconnection = new MySqlConnection(myconn))

{

}

string commandText = "select count(*) from user

where userld= @userld";

MySqglCommand command

= new MySqglCommand(commandText, myconnection);
command.Parameters. AddWithValue("@userld", user.userld);
myconnection.Open();

num = Convert.ToInt32(command.ExecuteScalar());

if (num != 0) return true;

else return false;

}

5.2.3 A FTEETT A

ZHIERTHRMAFIEYER. BAEEMEE  ARKBBFESUEEEAR
SQL Z¥H 1T SQL & EHAT SQLERBIELUE BmALUEE. RINA T
YA ENSRIAEE T

public static int insertToFingerprint(Fingerprint fp)

{

int rows;

using (MySglConnection myconnection = new MySqlConnection(myconn))

{

string commandText = "insert into fingerprint

values (@fpID,@fpName,@sampleNumber,@userID,@fpPath)";
MySqlCommand command =

new MySqlCommand(commandText, myconnection);

command.Parameters. AddWithValue("@fpID", fp.fpID);
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command.Parameters. AddWithValue("@fpName", fp.fpName);

command.Parameters.AddWithValue(" @sampleNumber",
fp.sampleNumber);

command.Parameters. AddWithValue("@userID", fp.userID);

command.Parameters. AddWithValue("@fpPath", fp.fpPath);

myconnection.Open();

rows = command.ExecuteNonQuery();

}

return rows;

}
5.2.4 FFEFESE R

KA TEIRYE userld EWHHEE , RENU AT A PR BETEE8EUE. ARBEER
ZE SQL AR |, W ATH e8RS SR List Ba8 47, HREFESUE R 77IAM

KIS T
public static List<Model.Fingerprint> getimages(string userld)
{

List<Model.Fingerprint> images = new List<Model.Fingerprint>();

using (MySglConnection myconnection = new MySqglConnection(myconn))

{
string commandText = "select * from fingerprint

where userld=@userld";
MySqlCommand command = new MySqlCommand(commandText, myconnecti
on);

command.Parameters. AddWithValue("@userId", userld);
myconnection.Open();
using (MySqlDataReader reader = command.ExecuteReader())

{
while (reader.Read())

{
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Model.Fingerprint fp = new Model.Fingerprint();
fp.fpID = reader.GetString(0);

fp.fpName = reader.GetString(1);
fp.sampleNumber = reader.GetInt32(2);
fp.userID = reader.GetString(3);

fp.fpPath = reader.GetString(4);

images.Add(fp);

}

return images;

}
5.3 BRI

MEEFERRATSAFPHTRE , BTIESOAERS RS S EEMA TR
1t Web Service , RILMEIEAFE 8, K& EH 3T RAET@E.

53.1 Z3IWHEMKHL
Zo| NAEBRTIRGOCAERSNRES M , B R | WA A AFREFEE6A
WERGTAThEE , BIFfe8r e, RN T4RL, FEQULACE M. 5| WmEmAISIE

(AL
<body>
<h1>Fingerprint Certification System</h1>
<img src="~/Content/logo.jpg" alt="FP logo" /><br />
<p>
<ul>
<li><b>
<a href="upload">Upload Fingerprint</a>

</b></li>

<li><b>
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<a href="certificate">Fingerprint Certification</a>
</b></1li>
<li><b>
<a href="barcode">Generate QR-Code</a>
</b></1li>
<li><b>
<a href="securityUpload">Upload barcode Fingerprint</a>
</b></1i>
<li><b>
<a href="result">Get the result</a>
</b></1i>
<hl>
</p>
</body>
Index TEIBRANE] 5.2 BT7R.

¢ Upload Fingerprint

® Fingerprint Certification

e Generate QR-Code

¢ Upload Fingerprint with barcode
e Get the result

[&] 5.2 Index WM&/

5.3.2 1RSI
RO EETEETERT LERAPEREESRAER  AERAFE8 B A, 15
AR, BOHFARSEEREE , AR UFIBIE POST ATk M I
HllsLE, FELr LETEmASILARLNT
<form method="POST" enctype="multipart/form-data" action="/upload">
<ul>Student ID:<input type="text" name="id"></ul>
<ul>Student Name:<input type="text" name="name"></ul>
<ul>
Choose File 1:

<input type="file" name="file1">
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FingerName:

—n

<input type="text" name="fpnamel">
SampleNumber:
<input type="text" name="samplenumber1">
</ul>
<ul>
Choose File 2:
<input type="file" name="file2">
FingerName:

<input type="text" name="fpname2">

SampleNumber:
<input type="text" name="samplenumber2">
</ul>
</form>

T RRBUR AN E] 5.3 BT7R.
Student ID:|:|

Student Name! |

Choose File 1: | 5. FisEH, FingerName:| ~ |SampleNumber:| ]
Choose File 2: | ... SesciEszst, FingerName: |:| SampleNumber: |:|
Choose File 3: | ... i, FingerName:| ~ |SampleNumber:| ]
Choose File 4: | 3. FkiEsier, FingerName: |:| SampleNumber: I:l
Choose File 5: ... oz, FingerName:|  |SampleNumber:| ]

&l 5.3 8 L TERR

5.3.3 FESCAMETR AR
EFELOMEFRE T , BAEXA S ID FESEE |, R REHTHESIUEL
R[OEIUACLERA R . 880 ETUmEASSELAREANT -

— 1

<form method="post" action="/verification" enctype="multipart/form-data">
<ul>
<li>Userld:<input type="text" name="userld" /></li>

<br />
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<li>FP Image:<input type="file" name="finger" /></1i>
<br />
<li><input type="submit" value="submit"/></li>

</ul>

</form>

TEEOAE R SR ANE] 5.4 FT7R.

Fingerprint Certification

e Userld; |

® FP Image: RE... FSEESF,

®  submit

5.4 TESOAERERR
5.4 EHIZRERI

=23 B & REST XA% Web Service 4%/ (>, T RGO 2, FEX
M TIELIEG L1E. TE4rULED, 404 R, B AES—ARSIThAE.

5.4.1 FESLL{EHIZEHL
Bl E1ER AMANEFE, BEEHI S AERIEREUA RSB A, 88
RS, EOEAMEFER  FERHISRERIESIREFER RO XYEIELEER
FEFETEEIEY , X—HFEASRERARLAN T -
Post["/upload"] = parameters =>
{
User user = new User();
Model.Fingerprint fp1 = new Model.Fingerprint();
Model.Fingerprint fp2 = new Model.Fingerprint();
Model.Fingerprint fp3 = new Model.Fingerprint();
Model.Fingerprint fp4 = new Model.Fingerprint();
Model.Fingerprint fp5 = new Model.Fingerprint();

user.userld = (string)this.Request.Form.id;
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user.userName = (string)this.Request.Form.name;
fpl.fpName = (string)this.Request.Form.fpname1;
fp2.fpName = (string)this.Request.Form.fpname2;
fp3.fpName = (string)this.Request.Form.fpname3;
fp4.fpName = (string)this.Request.Form.fpname4;
fp5.fpName = (string)this.Request.Form.fpname5;

}

EHSRIIESIIEZ fa , KX BIRA & Xt NV TESE |, A/RIBIT Model &
BIRGUEREANIUERE |, B8R A REERFSHGEX M E. FHHLEER
JSON JEHIR B4 % P, X—IFRMSELAREMNT

if (!SqlHelper.isExistUser(user)) SqlHelper.insertToUser(user);

int i1 = SqlHelper.insertToFingerprint(fp1);

int i2 = SqlHelper.insertToFingerprint(fp2);

int i3 = SqlHelper.insertToFingerprint(fp3);

int i4 = SqlHelper.insertToFingerprint(fp4);

int i5 = SqlHelper.insertToFingerprint(fp5);

if (i1!'=0 && i2!=0 && i3!=0 && i4!=0 && i5!=0)

return Response.AsJson(new { Result = "Insert Sucess" });
else

return Response.AsJson(new { Result = "Insert Failed" });

5.4.2 IESULECASHL
EZULACE AR S5 2R A% (MR 2 —, FEQIILECAIE FRELIR R 2% , RIEKNH
ZHRTELE Fr P1 FIFELE Fr P2 WILECE |, EEFENAIREE S P10 P2 (4
i, AJRULECS| A RILACATALLER P1 M P2 MAFER , AR - ERER B
Bz kb , RIRTREF=EILECH %L , B NIILECH ¥R 0.
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&l 5.5 FESUFHIE R
LT IR S S B AO4FAE Ve 2 B 5.5 YA T $ESUE & AT 241 s
W, EEF , RIS ARSI R — AR —& LR MAEARERS A
BTN B R— NN R, ERRGLEEIET , KEEIRIEXP R
AR B AR EE SR THE S BT
EARRGH , BT VAA SourceAFIS FFREFHITIESILEL , f# /8 SourceAFIS 3
FTHESIL AL EAE N T

static AfisEngine Afis = new AfisEngine();
Fingerprint fp1 = new Fingerprint();

Person personl = new Person();
personl.Fingerprints.Add(fp1);

// person2 do the same operation as personl
Afis.Extract(personl);
Afis.Extract(person?2);

score = Afis.Verify(personl, person2);

1 Source AFIS FFE AT A -
) SKik{k AFIS ILEZS| % ;
(2) BITELE KB NMESTR ;
3) B NESLITRIFN Person HasH ;
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(4) XFBULECS| 2R Extract A EXTFESOH TS AR A ;
(5) XAULALSIZEH ) Verify 7 iAXTELUHITILECHARERILACH 4K ;
(6) & FuniRiEILECH BORFIBTIESOMER BBT , —RME , RE s
SUEAAULEC , ABALECH B Z KT 0, BNILECH B —RRA 0,
FEBMNHEEOAERS T |, SRUILACRIAREAR EX ARG FIESI , T4
— M HRERMA FIEL , KNEXNBIEETERUTTAFRAERELER &
ek R P A RE S S BIRETIRSUE BT E — XL SILEL , HSRIAIag SR
FER ARSI E A , RALLISON ERIREI4L R Fin, X—IRRRIARY
LI
SourceAFIS.Simple.Fingerprint fp1 = new SourceAFIS.Simple.Fingerprint();
fpl.AsBitmap = new Bitmap(Bitmap.FromFile(uploadPath));
Person personl = new Person();
personl.Fingerprints.Add(fp1);
Afis.Extract(personl);
List<MatchResult> results = new List<MatchResult>();
foreach (var fp in fingerprints)
{
SourceAFIS.Simple.Fingerprint fp2 =
new SourceAFIS.Simple.Fingerprint();
fp2.AsBitmap = new Bitmap(Bitmap.FromFile(fp.fpPath));
Person person2 = new Person();
person2.Fingerprints.Add(fp2);
Afis.Extract(person2);
MatchResult result = new MatchResult();
result.fingerprint = fp.fpName + fp.sampleNumber.ToString();
result.score = Afis.Verify(personl, person2);
results.Add(result);

}

return Response.AsJson<List<MatchResult>>(results);
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& 5.6 RN 7 Fe8LAC Y fE AR %525 1R [B1 A4 JSON £55R%UE .
[
v |
fingerprint: “LIndexl”,
score: 54.00148

fingerprint: “Llndex2”,
score: 56. 52282

fingerprint: “Llndex3”,
score: 41.92099

fingerprint: “LlIndex4”,
score: H2.7956963

fingerprint: “LlIndexd”,
score: 42.4737053

&l 5.6 TESILACLEREHE

5.4.3 &R TLERDAGSSHT

TRROA KA Zxing.net FRRESSHL., BT Zxing , FEF LR TELLE 400
RIgmRSARAE . TEEMKE RS EM T A AN M Z4ER0E H , AR
x4 {# F DateTime.Now. ToString() 77 7% 4 BB A1 EIHE |, REIRE/EAS IR NE
THERL YR, TAERRAE AR SCILARBEAN T

Get["/barcode"] = parameters =>

{

BarcodeWriter writer = new BarcodeWriter();
writer.Format = BarcodeFormat.QR_CODE;
writer.Options = new QrCodeEncodingOptions
{

DisableECI = true,

CharacterSet = "UTF-8",

Width = 1840,

Height = 1840,

ErrorCorrection = ErrorCorrectionLevel. H
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requestTime = DateTime.Now.ToString();
Bitmap gqrlmage = writer.Write(requestTime);
string path = Path.Combine("data", "qrdata");
if (!Directory.Exists(path)) Directory.CreateDirectory(path);
string imagePath = path + @"\" + "qrImage.bmp";
grlmage.Save(imagePath);
return Response.AsImage(imagePath);
b
A ) ARSI FranfE] 5.7 BT7R.

aF

& 5.7 ZLERDE 3R
5.4.4 FPAERISCHL
F FIAEA T _E R — 4ERD AR AL I E,E%mﬁwﬁzmmﬁﬁ%%%_%ﬂ
B A THRES | f#RDZ AP DMSE|— D FRBHEE , B R SR IBR S Al
RIET RIS B R B ERIHTRA AL , HEASNESE. AAANERSELAED
e

string rawFPImage = Path.Combine("data", "qrdata") + @"\" + "fingerprint.bmp";
bmpCrop.Save(rawFPImage);

LuminanceSource source = new BitmapLuminanceSource(QRcodelmage);
BinaryBitmap newbitmap = new BinaryBitmap(new HybridBinarizer(source));
Result result = new MultiFormatReader().decodeWithState(newbitmap);

if (result.Text != requestTime)

{

return Response.AsJson(new { Result = "Authentication failure" });

54



EFRFTRFMIFARX

5.5 ARE/E

AREEEE TR BOTEM L ETE MVC 2T T RS, BENEBT A
SGIIARANER , AFHdIMERE . ARE. £ EN ZiKBEITET TR
W, RIS T FEL L. FBSOAME. TESILEC. —4HRLA ARTEThRE. ARSI
Z BN RGP XA BEE IR T T T A,
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6 AREMEASHERE

Ao RTHGE , M ARG TAGNEAMNA. BERTARGEE -
KEMRTESOAERSE , SARGHITHARBRBIFEAETYR. FEXTRTRET
Matlab AR RS , XK 2 EXTRGAA, 7] BT &M T TAKIE.

IEMNERZHHEARKANE , A8 ERZEM Matlab TR™IXEIG N EMAEREL
FEHATIENL | TS RAUR] UEHITESIE A IR KRB R , 7 3BIFRIRE R
WA 0f, 24, 6fUBHIEEER , REDHT T ARISEE B KTEEE FILACLS
R,

6.1 METRE

XHHESUE R 02 1T F2H) Matlab (A EFEFA0 T AT/R, AR FRXELSE3C
5.5 BT R BEIEREA—T , M RIATeS B A M 4 E A s mE =
PG | FE80E Fr B A6 E A AR B S,
fori=1:m
for j=1:n
orimod(i,j)=mod(qrImage(i,j,1),4);
orimod(i+m,j) = mod(qrImage(i+m,j,1),4);
orimod(i,j+n) = mod(qrlmage(i,j+n,1),4);
orimod(i+m,j+n) = mod(qrimage(i+m,j+n,1),4);
grlmage1(i,j,1) = qrimage(i,j,1)-orimod(i,j);
grlmagel(i+m,j,1) = qrimage(i+m,j,1)-orimod(i+m,j);
grlmagel(i,j+n,1) = grlmage(i,j+n,1)-orimod(i,j+n);
grlmagel(i+m,j+n,1) = grlmage(i+m,j+n,1)-orimod(i+m,j+n);
multiwatermarkImage(i,j) = m1(i,j);
multiwatermarkImage(i+m,j) = m2(i,j);
multiwatermarkImage(i,j+n) = m3(i,j);

multiwatermarkImage(i+m,j+n) = m4(i,j);
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grlmage2(i,j,1) = qrimage1(i,j,1) + multiwatermarkImage(i,j);
grlmage2(i+m,j,1) = qrimage1(i+m,j,1) + multiwatermarkImage(i+m,j);
grlmage2(i,j+n,1) = qrimage1(i,j+n,1) + multiwatermarkImage(i,j+n);
grlmage2(i+m,j+n,1) = qrlmagel(i+m,j+n,1)
+ multiwatermarkImage(i+m,j+n);
end
end
EMEEET , TS TESE A REAHTRE. WEREM TR
if bits==0
k1 = fix(watermarkImage(i,j));
k2 = fix(k1/4);
k3 = fix(k2/4);
k4 = fix(k3/4);
x1 = mod(k1,4);
x2 = mod(k2,4);
x3 = mod(k3,4);
x4 = mod(k4,4);

end
if bits == 1
end
if bits == 2
end

WREERYE R REBELA 0, BATEIERFIRBEREAER ; MRE
BEA2, BHERAATERR , ZRTREMUNER. REK , MREREHR
WNRERNG6 , PBATRYE R ANSEREZER , WRERFEBILREN 8, P4
HEREREGK 8 RRETIREAN O, INE TR TARE R, FIaME
FEEMTEKET . ERBRLERTY , RNARKRERE TRIELUILECH ¥t T
BT
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6.2 fRETRE

SHESUE AR B 72 [F A 510 3 5.5 B9 T R (AR AL, STTELUE
FEEH) Matlab AR SIS0 T
function y = reverse(Qrlmagewithwatermarklmage, watermarkImage)
[m,n] = size(watermarkImage);
newwatermark=zeros(m,n);
newwatermark? = zeros(m,n);
for i=1:m
for j=1:n
x1 = mod(QrImagewithwatermarklmage(i,j,1),4); //x2,x3 BH&
x4 = mod(QrIlmagewithwatermarkIlmage(i+m,j+n,1),4);
newwatermark(i,j) = x1 + x2*4 + x3*16 + x4*64;
end
end
newwatermark? = uint8(newwatermark);

y = newwatermark?2;
6.3 KHLER

The test score for different bits

-_,_,,;l"/:\-\
60 =
50 \// ——No key

—&—2 bits key

Match Score
.
o

30 6 bits key
20
10
O C | | ! | |
1 2 3 4 5 6
Sample No.
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&l 6.1 SKELER

& 6.1 RN T e B A EARKRE S THRTEQILACFA4ER . AKRRLERF
TAES , AREBRAREARLLA 6 Ul , BTERERAKE , SBERAFEKX
ZPHERZHE T LR BET 0 R EM 2 K EMEN. BEAFFERBHRE
20, BTHAERFR/N , WA BSTRES BRI

M ERKRLERSHT , FKATA NS 2 R BB B FHEEARES BRI
RIERIFREGINE , B UMRIEE RS SRTESUE AR BBV |, STIER a4t
NI ON:REZIGR

6.4 REMESHT

AROEXRAT T EBRFKEIRANERGE R e, ENARARTBZIKAE
BAIK AR BB BCRIEHITE S ERIENF, & SR KRR A THE4
RIGHIME , EXMERT  TESEGIREB/N , FINEG S RIGTEEUEGARLL
REXTRIUNER ; /e , EMNXARMECLMRE AT TR EGRINE | £
XEFAT , MERRELEGR TRIGEZRGERTEZHER. B62R
IRNT ERAREHEE T A 4K FEE.

least 2 bit lost least 4 bits lost least 6 bits lost

& 6.2 RREIZMA TR ERBE A
R, NZ4ERLEGS , BAIFARRBEARKMA FHRXR , B 6.3 &R TH
3R AR RL RIS TR LU F
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least 4 bits lost least 6 bits lost

S
& 6.3 NE&KMH TRTESE A

MR ARG TR S B e IAEH , SKE 2 Uttt , KE 6 uiEs & A
PLEIEE AR XEHRERKR T EEZHEEATME. MIEXKRFIUEL |
XS E &AM TN , AMUBEBILEAZK TS , MEAEIREE KN
FEGIILACAESR. AL, FITAK , ETEHFKENMFESUAERSE R BLEH.

6.5 ZAF/NGE

AEET Matlab HT TIEEOAE RGN ESRE. NAXTMELTE, BELRE
BT TR , X FIAEGMR ARG RSRBLER T T XD , A THRXK
WER, EHEAXBROEM L, SHIARGESAS, TR, ReMSFELHmist
1T TR | 45RK[Y , ETHFKEINIESONEARSERA, AR et
FELHIHFEERANME , BAT Z0ETR,
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7 BESRE

7.1 B%

WXAEBSERME R TR T £ T EETFHRMNE T 2 MEE0NERGHKIR

VIHSCHL, [EPRAZAFF RIS , EEZTEMT

(1) NEMLEDHTT BRMERIESCRMNARN AR , SN BN
TR, IR T — TS SOANERGMR AR, FTESOAERSE B TEMRIRIESE
FEBOAUE RS H O S A AT AT ARl

(2) WET RIFELOAMERZERMERAMR | BIFFESORAEAR. HFK
ENFAR . ARG, SOA LA, Web Service FiAR AR Nancy Framework.

(3) ETHHIELOMERGEMRRAR , ARG THFENRLIRIR LI
it , GhE T HERRCARF AT I FIKENR AR T — MR 2R, EEm b
BHTT RRFKEER, G0 T REEERAIEI S AEISHTT BEER,

(4) EEMMFFROFTEM L, FTTEHEXRIRIT , 455 REST Web
Service IARFHAT T REEMBTABIE X T,

(5) BSARLZRIT , 7£.net & _EXF Nancy Framework 43 51| SCHLAR 5 2345 7Y
B. QRIEMZHIEE , WIMET ARG R EIA, ILEEX. B8UNBEIEHTT
FROHT,

(6) FEARZGSKIVMER L , XA Matlab T T REME S , FFKINLER
M AME LMEFEIHITT 747,

EERRGBOTMIFAE RS , BEPHRRTRZ A , 2%F0)ITF

(1) FEnet F& _EFRMFIHNNITEMAIFEE RS, EREFLIRET ,
BT net FERENEZRM , FETHZIERBNER , R BEMBRIFEANYREE
B, AR S FEMNFEEEMEITRE. XT Nancy 1852 , HIUFEAIELH
Web fRE-TEE AR , MARfiRFRLF Nancy HELEH 1S Web AR S 23 FOTMEIRI R , A8k
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FFHIIR A Web BR%.

(2) REFRIBRNMER/TR - it - KW - MKARAER ), FRIKIE
=i, WOTKIEESK , SSEUKIERIT , Mm@ Esk , BMNSREAFARN , B
LFRIE , XEFRFFRIMABI TR ERIEFFAHER , 0T AFRA TR kA
PR ERYINEE., EFZHRHFARIRES , AMNEEERBRERIRIT, X
BRASEIF AL KNAGEH RS RN A AR | XU 7 RT3
RISEE , FEE.

(3) FEBOANERGFF R WEFRIFER MA@, ATIESOAMERSG KT A
FPHHAE , RCHEERLERFSMEERNIMER | RN ARBRIESOAES S5
A, KA KEDINE ] LA SABh LE SV E S M E S .

(4) XAFFMREORAREMREEFE WY R Web R, FFMR BRI
AL R E X FRTRNERZ — , R XRARITRUESKE %O RmFEm
AEHEE S mFE, RAET REST () Web Service AJfRIEARZTNBENEF S Y &,

(5) IRARIFNEM , REREGENEM., ERSCAMERGHFFRIRES ,
437X AT Ruby on Rails, Node.js, Nancy Framework 3% FfARZIHM) |, RERL2HM
2% ; BRATIEEORANEEMR , &4 RBEXA net ¥ & ) Nancy Framework
KIMEEA RS,

7.2 [BEB

BT HFIKENNTESOMERS R M s XM T T 80R R ARG B R

ER. BERXRARGITR  WAAUT —ERAM A IES BE@NE IR

(1) ARSLHSRBFR NS EEMERIE A , SOA F1 Web Service ¥ B AN E

XM EREIE S, RRAIB SN B S 2 XA RS R RS Z T 2 KR
5.

(2) REFERLERBRIT , BTRRBHEHEMNNRE , BHXESS

Web API (I FET AT XY Web TWHIITEK , &£ TS RSCHL Web AP ZIRERHE
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BIRAEIRR VR HGHIRAT

(3) BEUTATIERESITRTEE— 2. BTEHEKMEES
Z, Rt AEEINEN T BantRE R RNER, REFFA, RE L R
HEA , XFFITR T IE AT Re A s B IR KR R RAT.

(4) ETERFINHFEEORFIBARLERKILERFAAT ZNEAFRE |
KA HREL NN B XBET EFREFIRTEEORRIBR, Ft , M NEsS%
HEHEMER TRSORAARGITT RN R. BEERAXKRER , IR K

Nz 374
HEF .
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o

BRI TERZA , KEAOTNNE) , TR—BFARIARER T REA
RSB NSFK, B, RO E SRR IR S I —HRT#dR , BIRERk ,
HZIMERAFEELIRE T TIRZIMENS , AAFRFRAmANEE , B8
WHKARAL , BEIARRFAOCEESBYR , XHPTAEE H ZIDX IR
IS 5HE. BYAREEHEEMNE , BEELABRREZ . XBRXHNTHNE
ANFHIAEE A P, XE | IRYT H 2 IHX IR BN SRR R OB

Hx , TE RS H A TZBKF 1) Kaoru Uchida ##% , Uchida ZUR B a8 Bl AL
HMRNERFE | ALSFRLORANARENARMFLELR , WILFHIFS R BN
BIEEBM Uchida HIRAH X, Uchida FUSESZIEBIE R IT BB TEEOAME RGBT R
&, AFESUANERGHI RERETE TERRNE N, S0FRIZE Uchida ZUZHISE
HAPE | XA FTEAIRMESH T Z0LIRF

BIR, REBGREFLRNZIN]. ZRIBST HREMEHRA | 1LERER
TEBEZEOTENHR | AHERHXEMEMMEMEI IR , R2R1NTEBAN
THEMNEEARNBE , LR —FiRItzE. WIMCERGHREESSIRZ T , 2
RIBE T HRNTEEES M — A RS

®E , RERGEXMBEAHNRFN]. BSEMBLSRTRERS |, Rk
R —B& IS RETR . SERRTTEM AR , FHE T HREILSNE ; BT Finft
KK BRRF , (REEREVECE , KRTH T X MEEOAMERSE , RLEKFESTH
AEEREZM. BRINMERICET BHREHMBA.

YIRS RER |, BB, WX Tz bR , LEMRELELRNT G, £
AN AFRBSERAEEN KTV AT X T ERNE— M EF A
R E | R0, AfFIa%.
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