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1 RIEESHR
RRXBEERFRIZPRIESZIRIES 28 340 sIBMES AW TRIEEE
MiFVINEISKEE , RIE— PR —MEFEXK, 3/ KENESERZR LD |, £
FAKRIT T REFEMPEA FRESLI -1 (S B AEERRE,
SERES—  RETIEEES)
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w0, MR, 12X, EiRFRE, WTFEBNERRS, WIIMNEFEENTEHRIEE
EFE-ENTHR , B TREFAENESRER S TRIREERFNZE,
XRES=  FEXBRES
EE—MURENANER , AESERENNAZRTTAB RS, &
RERUTHINARFIRITT , FHERRMENAIXE, ARKIEENIZRFRA B/S 5
C/S IRAFIM—NMEEWNEEERARY  SMBEEEEME. AFER. Bk
AR, WRAFERNEIE
2K :
1) SERAEAXPRAVA ST A 3,
2) SKMAF, HEBALKF REANER,
3) SEMRMAFERRSHENNE,
4) SEERARI S F 1T INEE,
5) R ELEHMHABHERRE,



2 REIDEEFSIERS

2.1 FEEXK

%3] SQL MIMER,
1) #43] sqlserver MAMRLEMAT | BB SXENBRILER. BRI
E1HINEE,
2) S SITEETIBR IR E HIBINA P AR EARIRE BT ARMNAPER
SR BITRZIEN SQL BARIEE SRR S 2T I,

2.2 TR

2.2.1 43) SQL W&H

RERNREEOM AN ERERVBIEE LE1T db_dump #1T7&10, WTF
RFHMER |, FILEE(ER db_hotbackup #1T&H. 15 EESE
https://docs.oracle.com/cd/E17275 01/html/api reference/C/db _hotbackup.

html
WF SR ENBIEES) |, AR MEITHE,

MREFBETEFIMETEMN log , IREZEIRE log_destination B
log_directory , log_filename &&#4 , HHEER unix &M TR |, BIA#
17&MHh. FEERIIE
https://www.postgresql.org/docs/9.1/runtime-config-logging. html

FEIEER SQL RSB BPAFE"BRINEN "M RANEHINEE"MMS , ELLE
EBTH — T ER,

2.2.2 PostgreSQL N EHIE

Install the postgresqgl package. It will also create a system user called
postgres.
Then login with user "postgres™ to configure the database: sudo -iu
postgres

BVt iiEE,


https://docs.oracle.com/cd/E17275_01/html/api_reference/C/db_hotbackup.html
https://docs.oracle.com/cd/E17275_01/html/api_reference/C/db_hotbackup.html
https://www.postgresql.org/docs/9.1/runtime-config-logging.html

[postgres]$ initdb --locale en_US.UTF-8 -E UTF8 -D '/var/1
ib/postgres/data’

R RIEFKIIEE — NEF recolic 712 superuser X,
[postgres]$ createuser --interactive
FEIE—BUIRE.

$ createdb myDatabaseName

{ERALA T &< 1410 postgresql shell:

[postgres]$ psql -d myDatabaseName

UNE |, createuser R INARVBE S T AP EUANEE, XEIB XN unix AP,

E’]ﬁ] 515 7 {y:’n) n
_| '_ 1_ | a4 '|.-".' ._.'I-
7 : ERROR: permlsmon denied to create database

2.3 ESE45
ELERIES , FHAINFES] T SQL MRITTIRESHMESRZ , FETXREBE
FERERINR , TR T XAMBBEENERERE



3 SQL 43]
3.1 FREXK

3.2 SERETE
3.2.1 &%

create table my_users(
uid integer not null unique primary key,
name varchar,
sex varchar,
byear integer,

city varchar

create table mblog(
bid integer not null unique primary key,
title varchar,
uid integer references my_users,
pyear integer,
pmonth integer,
pday integer,
cont varchar

)i

create table thumb(
uid integer references my_users,
bid integer references mblog,
primary key (bid, uid)

);

ZERIE,



m}_defuult_db:#

DROP TABLE
my_default_db=#
my_default_db=#
my_default_db=#
my_default_db(#
my_default_db(#
my_default_db(#
my_default _db(#
my_default _db(#
my_default_db(#
CREATE TABLE
my_default _db=#
my_default_db=#
my_default_db(#
my_default_db(#
my_default _db(#
my_default_db(#
my_default_db(#
my_default_db(#
my_default db(#
my_default_db(#
CREATE TAELE
my_default_db=#
my_default_db(#
my_default_db(#
my_default_db(#
my_default_db(#
CREATE TABLE
my_defaul t_db=#
my_defaul t_db=#
a4 \lt,
my_default_db=#

22 A AR =K

public
public
public
public

(4 fTiCF)

3.2.2 $IBEH

drop table fans_3, follow, thumb, mblog, my_users;

cleanup done

create table my_users(

uid integer not null unique primary key,
name varchar,

sex varchar,

byear integer,

city varchar

create table mblog(

-

bid integer not null unique primary key,
title wvarchar,

uid integer references my_users,

pyear integer,

pmonth integer,

pday integer,

cont varchar

create table thumb(

b

A\t

uid integer references my_users,
bid integer references mblog,
primary key (bid, uid)

B \? EF#H.

\dt

mblog
my_users | 1
shit

thumb

KELF &
% R 2

recolic
i 7 recolic
| #¥riE 3 recolic
& recolic

1) FRIA—5 sql BRSEMNTENXREARLME, #, cREVRE
FEEIM—"AF ID,

insert into my_users values (101, 'recolic', 'M',

'"WEIHAI');
ARG —F i SIENHESL,

insert into mblog values (1, 'You mother sucks fuck you', 101,

2016,



1970, 1, 1, 'Hello world. This is testing content...');
PR IESZ,

delete from mblog where bid = 1;

1ECHES,

update mblog set title = 'YOU ARE ATTACKED!!!' where bid =
1;
HERINE

my_default_db=#
my_default_db=# insert into mblog values (1, 'You mother sucks fuck you', 101, 1970, 1, 1, 'Hello world. This is testing content...');
INSERT @ 1
my_default_db=# select * from mblog ;
bid | title | uid | pyear | pmonth | pday |
fffff e e e e e et e e i e < nsert into-my_users-w
1 | You mother sucks fuck you | 101 | 1970 | 1 | Hello world. This is testing content...
(1 7L &)

my_default_db=# update mblog set title = 'YOU ARE ATTACKED!!!' where bid = 1;
UPDATE 1
my_default_db=# select * from mblog ;

bid | title I uid | pyear | pmonth | pday

(1 fTic&)

my_default_db=# delete from mblog where bid = 1;
DELETE 1

my_default_db=tt select * from mblog ;

2) HEALIRIRIE

TR —EES,
insert into my_users values (1, 'Trump', 'M', 2000, 'SAN
FRANCISCO');
insert into my_users values (2, 'John', 'M', 1992, 'CITY OF
INDUSTRY');
insert into my_users values (3, 'Jenny', 'F', 1977, 'SAN
JOSE"');
create table follow (
follower integer references my_users(uid),
following integer references my_users(uid)
)i
insert into follow values (1, 3); -- 3 follows 1
insert into follow values (2, 3); -- 3 follows 2
insert into follow values (3, 2); -- 2 follows 3
create table fans_3 (like my_users including all);



my:default:db=# ——————————
my_default_db=# insert into my_users values (1, 'Trump', 'M', 2000, 'SAN FRANCISCO');

db=# insert into my_users values (2, 'John', 'M', 1992, 'CITY OF INDUSTRY');

my_default_db=# insert into my_users values (3, 'Jenny', 'F', 1977, 'SAN JOSE');
INSERT 0 1

my_default_db=# create table follow (

my_default_db(# follower integer references my_users(uid),

my_default_db(# following integer references my_users(uid)

my_default_db(# );

CREATE TABLE

my_default_db=# insert into follow values (1, : 3 follows

INSERT @ 1

my_default_db=# insert into follow values (2, : follows

INSERT @ 1

my_default_db=# insert into follow values (3, : 2 follows

INSERT @ 1

my_default_db=# create table fans_3 (like my_users including all);

CREATE TABLE

P2y =print
insert into fans_3

(uid, name, sex, byear, city)

select uid, name, sex, byear, city

from my_users

where uid in (select follower from follow where following
= 3);

Dl i i

THEALIBIRME

my_default_db=# ------—---
my_default_db=# insert into fans_3
my_default_db-# (uid, name, sex, byear, city)

my_default_db-# select uid, name, sex, byear, city

my_default_db-# from my_users

my_default_db-# where uid in (select follower from follow where following = 3);
INSERT @ 2

$ERUNE

my:default:db=# select * from fans_3 ;
| name | sex | byear | '

Trump | 2000 | SAN FRANCISCO

John 1992 | CITY OF INDUSTRY
)

REZFEH pg dump TEEIR], XEMBAFRAR recolic, MIEERF

my_default_db,
pg_dump -U recolic my_default_db > dbexport.pgsql
EANtL—#% , (M pg_restore TH,

4) IREESCIS



PostgreSQL fFJ5 Cluster SQL , RMFEE AHIEIFRE.,

5) A8k

CREATE TRIGGER ThumbUpdate before update on THUMB

FOR EACH ROW

BEGIN

IF(NEW.UID IN (SELECT UID FROM MBLOG WHERE NEW.BID=BID))

THEN SIGNAL SQLSTATE 'HY001' SET MESSAGE TEXT='Update
Error!’

END IF;

END$$

CREATE TRIGGER Thumblnsert before insert on THUMB

FOR EACH ROW

BEGIN

IF(NEW.UID IN (SELECT UID FROM MBLOG WHERE NEW.BID=BID))

THEN SIGNAL SQLSTATE 'HYO000' SET MESSAGE _TEXT='Insert
Error!

END IF;

END$$

3.2.3 &if

1) ER"K="AFPXINWAERFIID S, #&. M43l LEFH , FIEH
m, FERBHEFHIEFHS , B—1SF0NNZRERF ID SHFHP.

select * from my_users

where uid in (
select following from follow
where follower=4

) order by byear desc, uid asc;



postgres=#
postgres=# 17 Questions
postgres=#
postgres=# select * from my_users
postgres-# where uid in (
postgres(# select following from follow
postgres(# where follower=4
postgres(# ) order by byear desc, uid asc;
uid | name | sex | byear |
_____ A
1 | Trump 2001 | SAN FRANCISCO
2 | John 1932 | CITY OF INDUSTRY
¢ 3 | Jenny 1932 | SAN JOSE
(3 f7iE#)

2) EHRBEREFAARENEX ID, FAMRERERR , ARHERKEIRD
FAFIHER,

A
select mblog.bid,mblog.title,my_users.name from
mblog,my_users
where mblog.bid not in (
select bid from thumb
) and my_users.uid = mblog.uid
order by title asc;

postgres=# select mblog.bid,mblog.title,my_users.name from mblog,my_users
postgres-# where mblog.bid not in (

postgres(# select bid from thumb

postgres(# ) and my_users.uid = mblog.uid

postgres-# order by title asc;

name
_____ e L T
3 | FFFFFFUUUUUCCCCCCCKKKKK | recolic
2 | MOMMY MOMMY MOMMY MOMMY | recolic
2 fTic =)

3) & 2000 FLARHEMRXHAFPZRIFEALLFHEID ;
select mblog.bid from my_users, hot_posts, mblog
where

my_users.byear > 2000 and

my_users.city = 'WU HAN' and

my_users.uid = mblog.uid and

mblog.bid = hot_posts.bid;



postgres=# Prepare Q3

postgres=# create table hot_posts(

postgres(# bid integer references mblog primary key
postgres(# );

ERROR: relation "hot_posts" already exists

postgres=# insert into hot_posts values (3);

INSERT 0 1

postgres=# Q3

postgres=# select mblog.bid from my_users, hot_posts, mblog
postgres-# where

postgres-# my_users.byear > 1900 and

postgres-# my_users.city = 'WU HAN' and

postgres-# my_users.uid = mblog.uid and

postgres-# mblog.bid = hot_posts.bid;

bid

(1 fF3ER)

4) BEITHATRE2EMNAF ID ;
select uid from sub
where array_length(chan, 1) = (select count(*) from chan);

postgres=i sx=sraarnal Prepare Q4
postgres=# create table sub(
uid int,
chan int[]

CREATE TABLE

postgres=# create table chan(

postgres(# id int primary key,

postgres(# name text

postgres(# J;

CREATE TABLE

postgres=# insert into chan values (1, '3 # ');jinsert into chan values (2, "Z£ X ')jinsert into chan values (3, '#% ');insert into chan values (4, "& % ');

postgres=# insert into sub values (101, '{1}');insert into sub values (1, '{1,2,3,4}"');
INSERT @ 1

INSERT 0 1

posEgREs i —————=. - Q4

postgres=# select uid from sub

postgres-# where array_length(chan, 1) = (select count(*) from chan);

01

5)EREEFMHNTF 1970 FHEKRTF 2010 FHIAF ID. HEFH. FIEH
M, X where FRIFREF—MRAEREAN

select uid, byear, city from my_users
where byear not between 1970 and 2010;

select uid,‘byear, city from my_users
where byear not between 1970 and 2010;
uid | byear |
2016 | WU HAN
1932 | CITY OF INDUSTRY

1932 | SAN JOSE

postgres=# ||

6) ZiTBMHETHHIEBAFE ;
select city, count(uid) from my_users
group by city;

-10 -



postgres=# select city, count(uid) from my_users
postgres-# group by city;

N CAROLINA
SAN FRANCISCO
SAN JOSE

CITY OF INDUSTRY
(5 fTic %)

7) U BMHHNESNEFNWALE , FRERRBRHIFFH , B
— MR £ R P ERRE F HES AN A ER

select city,byear,count(uid) from my_users
group by city,byear
order by city asc,count(uid) desc;

postgres=# select city,byear,count(uid) from my_users
postgres-# group by city,byear
postgres-# order by city asc,count(uid) desc;

| byear | count

CITY OF INDUSTRY |

N CAROLINA I 1977
SAN FRANCISCO | 2601
SAN JOSE | 1932
- WU HAN |
(G fTie®)

2016

8) ENHWABNEL 10 WEX ID S ;
select bid from thumb
group by bid having count(uid)>10;

-11 -



postgres=# Prepare Q8

postgres=# insert into thumb wvalues (2, 2);insert i

INSERT @ 1

INSERT @ 1

INSERT @ 1

INSERT 0 1

INSERT @ 1

postgres=# insert into thumb wvalues (2, 2);insert i

INSERT @ 1

INSERT @ 1

INSERT @ 1

INSERT @ 1

INSERT @ 1

postgres=# insert into thumb wvalues (2, 2);insert i

INSERT @ 1

INSERT @ 1

postgres=# 08

postgres=# select bid from thumb

postgres-# group by bid having count(uid)>10;
bid

9) E¥#E 2000 FIRHEMAFR BB 10 WIEX ID S ;
select bid from (
select thumb.bid,thumb.uid from thumb,my_users
where thumb.uid=my_users.uid and my_users.byear>2000
) as tmp
group by bid having count(tmp.bid)>10;

postgres=g¢ ---------- Q9
postgres=# select bid from (
postgres(# select thumb.bid,thumb.uid from thumb,my_users
postgres(# where thumb.uid=my_users.uid and my_users.byear>2000
postgres(# ) as tmp

postgres-# group by bid having count(tmp.bid)>10;

bid

(1 f7iE%)

10 YE## 2000 FeHEMAFP S BT 10 WERENRIHALFIRE ;
select hot_posts.bid,count(hot_posts.bid) from hot_posts
where bid in(
select bid from(
select bid,my_users.uid from thumb,my_users
where thumb.uid=my_users.uid and my_users.byear>2000
) as tmp

-12 -



group by bid having count(tmp.uid)>10
) group by bid;
postgres=# select * from hot_posts ;
bid

3
2
(2 7%

lpostgres=# select hot_posts.bid,countChot_posts.bid) from hot_posts
postgres-# where bid in(

postgres(# select bid from(

postgres(#

postgres(# select bid,my_users.uid from thumb,my_users
postgres(#

postgres(# where thumb.uid=my_users.uid and my_users.byear>2000
postgres(# ) as tmp

postgres(# group by bid having count(tmp.uid)>10

postgres(# ) group by bid;

bid | count

2 |
(1 i)

Lpostgres=# |
11) ERITRATXE., 2R, F, BRPEL—MIEMEAF ID , XA EE
FRFHFESEE , H where FAIPRZS REBSHINEG ;

select uid from SUb WheI'e {llYl—ﬁll ll-H-7k|| llg:;:,‘-.—ﬁu'll_\_._cj‘_n} 8’8’

chan;

postgres=# select * from sub;

(2 111?\?\5)

postgres=# select uid from sub where "{"Z#%","ZA&A","{H%","E 5 "}" && chan;

(2 170 &)

postgres=# JJ

12) ERFAREE T RSHRNG"HM_EPREXZ"HMINEXERE

.
e

select * from mblog where title like '%ERESH#iL%' and title

like '"%\_fEHRIEKES";

-13 -



postgres=# select * from mblog where title like '%m Z ¥ It %" and title like "% _fHEF HB KF%";
bid | title | uid | pyear | pmonth | pday | cont

————— e e EE R T — - - - -~ — -~ - - S e S e

3| EZiikihello d&hRlaks | 101 | 1970 | 3 | testing blog 3
(1 47iE %)

postgres=# I
13) EBMEHEEXENAFPNIEADN ID &, EXAEEERARESN ;
select a.follower,a.following from follow a, follow b

where a.follower=b.following and b.follower=a.following;

postgres=# select a.follower,a.following from follow a,follow b
postgres-# where a.follower= b following and b. follower—u following;
follower | following

@ FiE)

postgres=% |

14) EXFRERSZT 5 EAFPTFRENAFID ;

select distinct UID from FRIENDS
where not exists(
select * from FRIENDS FRIEND1
where FRIEND1.UID=5 and not exists(
select * from FRIENDS FRIEND2
where FRIEND2.UID=FRIEND1.FUID)
);
15)&E# 2019 F 4 A 20 BE—RLFEXW ID S, irEURZIEXE—

N3K D, BEXEMEZESGEBEEMSE ID hEMEHE ID S, R&l

select TOPDAY.BID,MBLOG.TITLE,LID from MBLOG,TOPDAY

left outer join B_L on(B_L.BID=TOPDAY.BID)

where  TOPDAY.TYEAR=2019 and TOPDAY.TMONTH=4 and
TOPDAY.TDAY=20 and TOPDAY.BID=MBLOG.BID;

16) EXZELH 3 BRHEFRWABRAFRHEA ID 5,

select UID1,UID2,count(FUID)

from( select x.UID as UID1,y.UID as UID2,x.FUID from FRIENDS
x,FRIENDS y

where x.UID!=y.UID and x.FUID=y.FUID) as tmp

group by tmp.UID1,tmp.UID2

having count(FUID)>=3;

17) eIEEHE : i DBMS AR , I — 1P ERS BREHRRITHIRMIE

-14 -



SENME , EPMEMERE B ID, EXIRE, £&/E ID. KREUSA.

WA,

create view toplog(BID,TITLE,UID,NAME,thumb)

as
select
TOPDAY.BID,MBLOG.TITLE,MBLOG.UID,USER.NAME,count(THUMB.BI
D)

from TOPDAY,MBLOG,USER,THUMB
where TOPDAY.BID=MBLOG.BID and MBLOG.UID=USER.UID and
TOPDAY.BID=THUMB.BID
group by BID;

3.3E5E45

BLERIES , FHAINFES] T SQL MRITTIESHMESRZ , FETXREBE
FERERNR , TR T XABMIRENERERTE, THET NoSQL #1 SQL
KIfLEE =

RRESFRBEREBREE
https://github.com/recolic/hust-database/blob/master/etc/db_cmds.s
ql

MERERR |, LA github FERD ARLIRE,

-15 -


https://github.com/recolic/hust-database/blob/master/etc/db_cmds.sql
https://github.com/recolic/hust-database/blob/master/etc/db_cmds.sql

4 FREXRKES

S ENEER ; https://github.com/recolic/hust-database

MENEE/MME : https://hustdb.recolic.net/

4.1 RFLHER

BEIRIWSES  WESEX , NMREE—EREUSFERWRERSE
FRESW SHYR R, BELL , RR GRS AT CAN BB S U BB TAF 2RI R RBVEH(E
. ZEXERELSBESMEXREBNL S FIBFHITRN , THREERSER
REMINEFERK AEEEETINEEWEEERARNARIARAAZRNE
WAHIRRRRAHITIRITEA R FRAFMRANEERERAREEREZES
MBEEF% , RS IREANRIZEIESE Go , MEFIEMITRANA R RIZIE
=& HTMU/JS &5 , $iEERAE Bl tbRERAVEIE EF X PostgreSQL
BB,

4.2 HFRGH
R B/S 8 C/S iR —NMBEEINBEERR ARG, SMBEEEME,
RAFPER. ERAR. KRAFERNEE,
2K :
1) SEMAEAXPRAYXI ST FE H,
2) KMAFH., HEFBAKKFRENEI,
3) SKMRFAFERIRSHBMNNE,
4) LM EARRRL 551 INEE,
5) RIEZELDEHIMXIBHIE RHRR,
ERMBUBERRZ AL C/S 451 , MNE 4.1,

-16 -


https://github.com/recolic/hust-database
https://hustdb.recolic.net/

| oooooooo |
|

| oooooo |
wamemce | [ Wemavce | [ vemevice | [ vemevice |
= R B =

B4l FMBEER—RRRE
KA B/S B C/S EAKM—TMREWEREERSE., TREE. AP Bk
AR, WRAFERNEE, NELFEREFRAR. AP WRR=XAF
FIRA. ERRE, HRFEAFPRSWENER , UMEARNERRR,

RRLMFRINRINEK 4.1 Fiw,
®41 REREBER

IhEERS IhEE &R ThEHR AR
1 RO REPFRE  BIREFEP R ERAE
2 e AR SI% ek 5%
3 KMEH SiNAPNRE FAUR
4 il LAPR sk
5 APEEsHE SHAFMER  fEEE T B
6 APRSER AP R RS B EANR
7 WS G ERR RIS ER

4.3 BFgit

RERIRITELE 3 Nabsy | BiRE |, AiERARSSEE , web EF IR, &1
RAPEAEE LR tag , B— "W SATUEEERNAR. WRGE. ARNEH
&g, RBFEEEITE—NMEENSKERFREEN N AR REITHEMAYE
(N

-17 -



database \ Aﬁ

database conn (in backend)

backend (Go 1.12.4 GNU Linux)

frontend (Go HTTP lib)

cachedjconnection

_— S———— _“*’ Dz _‘““‘\-__&_‘\
(,_7( CloudFlare or nginx HTTPS proxy 2
‘< providing CDN & firewall & TLS & cache .../

/ T __‘\_ — 1 S — a;—-*"""'-" I |
N / |
| /|
\ql\ J.l,-‘ |I \."'., |
I 4o \ |
BN |
| ™,
\\. |
| \ i/ \ |
I\ \\‘{." | ‘ |
i INC _4‘__1
= / \\ | &
( client 3 /N \ (_ client >

[cllentj 4 ; {cllent \

/ | :. L_, \
G ma,
¢ client > I ¢ client?

4.4 BIEEIRTT
HBINEER RN E-REMT

-18 -



6154 ] \j}ﬂ

BETR 5 E-R Bl D KFRRV IR E SR, BRI E — LA N —KR
1% n XRE n imEERNRPE|A 1 ImFIERNERFERIMG n 3 n KRNI
REARBHMER—KMIUMNR , XKHINRSERNLAEDL, AL ERN
HREFENRITRAT,

RB il
user_info gk
serv_info =gz %
cash_info = m7)%

payments gz

billings nm=g

SRIFMEENT :

user_info :

FER i i8R KEY

-19-



uid integer =] =Y 1= PRI
name varchar BFg
plan varchar ER
balance integer REI
state varchar IRZS
sid integer FEREE MUL
serv_info :
FER ST 2 KEY
sid integer FEREE PRI
name varchar g=F
cash_info :
ZR % teF KEY
cid integer R RS PRI
name varchar g=x
payments :
FER ST 5267 KEY
uid integer BFRERE PRI
caid integer R RS PRI
money integer RN
billings:
FF 2 188 KEY
uid integer BRRE PRI
cid integer R RS PRI
money integer NEBLE

4.5 FRIgTTSEM

A S ETFINEeRISEINLTE |, BIRE TN SRIEE. XBRAMEE
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WA, BIEESSMNEX S, BIRERBANMAZENEXSKINE (FRIF
RERSI IR , (B WES|I B TINFRER ) .
- RHEE

I =M RARZEN , SENSAERGEE THRAZKRZHIIEATHNE
T INRARL L.

2. NE2MRARANTRANRLA,

3. NE[LEFMRARAFTANRELA,

4. ANHRAFPSIANEFRARENEZRE, Simple is beautiful.
EEFAMA REREIRZHS CSRF Token B web giif& B L RSS #1 CSRF
I RIBFH,

- BR

1. Design security from start: \NARIZITRARNAEREIZE2AE. U0,
token £ EEFER T HEZREFENEE,

2. RIRAMEERR , MEEEFRAFKA. FlaNEEZEDE email,

3. ARNAR. WEEBTHRAZ—IATHRIRERT , RATUINABBRER
2,

4. HIEFBRINREE,

5. Docker T8l , EEfIIRFZ B R K L —8EE, FILAMER Kubernetes Fiji
ALY T Bt TR M fer 4 R0 T 39 4,

6. RIBESRRNS , BiRSHRSE , PJUEE— a0 BIRFE TR
EMAHIYE , EF 7RI, BRI session SEEIRNERARS 28

PR session WIRZSIN , RBBRXIREH)., BRIEFHIFHITRILZIE,

7. Go-pg BN T SQL B ER/EEX , EEFGLET SQLIEARIFIRE , T E&E
iR bug, EiRCEBERLD , #152#F CSRF Token EXEF/RINEE,

8. STEM ACID EJR , AW ENRRERESRIEBIE L,

9. TEMNHITMIL. Go BREMMLENHTXHRIFNFHFEGHES.

10. Nginx Z#§ https. http2. HSTS EZEZEMM A LT LEMH, 7IUE

-21 -



Cloudflare, Cloudfront T B &R, R :https://hustdb.recolic.net/
11. Bilw web BEIERN , BN, FH. FREM. kindle FiRFERFIUBIEMN
RILEHITIE, EEMRIFRE. SMIZEHIRTRX KR TIIREH EBHFENR
H, RIEAFPRINSLELHITIE, BAM , XX FHEIRSICEREEFN R,
- #4181 A : (Docker/Kubernetes —#E)

A EEREEYT R, .
Docker: postgresq|
DB conn(managed By docker)

,/Docker: docker.io/recolic/hustdb
GoServer TR, ATEEHEMT R Server K8

Go Runtime(libs)| Go Server ‘

send password reset gmail: use smtp.recolic.net

http server|(with auth)
\\\1 J

S~

(-EXPOSE 80~
Backend nginx: https + http/2 + S &5
Frontend \\
AN \cookie
—— browser
™, /"' \\\\
Lo \\ " javascript
J— _--"EP_?_k'e \\Iﬁ___ hitml + css %
/ ~ browser “‘ﬁ\ N ——
( Javascript
\IE_._ html + css 1V
S "\cookie
— browser
& N
javascript
L html + css )/
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- SRNMAFI
- BIESEM
LIREARISLEMEA go-pg H go FMREMERES., FHAEHMIUT
BRERAFEER. HPH email (XATHXEIZED,

type UserInfo struct {
Id uid_t “sql:", pk,unique"’
Name string “sql:",unique"”
Password string
Permissions []string “sql:",array"’
Balance money_t // “10.32° is saved as "1032°
Achievements money_t
Plan planid_t “sql:",notnull""
Email string “sql:",unique"’
}

RERRAFPRMIENMARE

type UserBalanceEvent struct {
EventId uid_t “sql:",pk,unique"”

UId uid_t

What string // should not contain °;°

}
RERIERERRANE,

type PlanInfo struct {

Id planid_t °“sql:",pk,unique"’
Name string “sql:",unique"”
Price money_t

}
PREMIEEIRFEH go-pg T , ALEREBANMBEFNHEIKE

prepare , BAlE SQL EAKE,

BHFHER FlUNEE EHEZEBY email WEHEREREZAEZ, BT email
HEIABEMNLLEZX , BAEAEERFBAR email #1 name BB,
X2 R TRILE RSS #1 email MIME XAEA |, TiAR SQLIEA.

- common.go

LW EFRTRIEEHMMNEREEZI , REXTILANEANEL. 140
UsernameTolnfo #1 PlannameTolnfo, F#GRAELXREHEM , AHEER

- mailing.go

IEHEX T REBFHMFHIERTE, BREBCHNEB FEET —MF
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ZRDRVARAE , ENEZEEH hardcode ZIFEAREH , FAY anti-spam RAGHEE
IEIR & (E R LEHR 4t it 28,

aiEERR BT sendmail IIZFTEERIE , AA sendmail ERGIET
—/N¥1#Y goroutine TR MG R1X  ARERIHNE R T IHXA http &

KA FER,

- auth.go, http.go

auth.go EX 7T token &£, BMEIUE. 1E8%M., HKEIZELEZ MAIUEE
REEE, EREFPREAREERN , EILERE http.go WEAEREBFELT
token ik,

ERPERAE , HiAH DoLogin APl , AENRARS BIEEZGIER , L
MEEM— NN TFZAFR token, Ik token REEEX—&ERS [ LERA
MRBESERSBE , AHMEERILE - session RIEFER—&ARSE L.

IR EMIER API B, BRS5RFERS B0 E token, IR token FEHERY
R B AHATIXAN API, AB4 http i§KIR[E] 403. R token B , FLUE
fE2—EEHXA token A uid 9 API BY commiter , FEMERHEIT
BEZHBMIAE

token WAEMERZBZLZENAREN A ENE  HERNMFEIRSEE
I RERS PRI, ERRIBEVL BT S AN BB IX xor , FRIRERY
token, REREENFERS 2EENRIAREETE , EXELAIKRAR token &Rl 28,
BR  MRWEENERSRBRENNWEVR , BLARFTE/LBEHRXBLEI1REE
W #% token £pL2E , BB ERS IRV xor A EZENNEENTTER
(AAPVBRERE/LUSE ! ). FAAEREIENZSEREGRENEERN
2 5 SR AF AT

http.go & http &K , SIE##Y goroutine , FFHITEMAEZEIRFE
operations.go BBV MR I TIXLEE K,

- operations.go
XEBWE— AP #E1TEI, WFFZEE— APl FEITS N BURERF
BIERS |, S #WEREB—1 Transaction A, {RIERIEHVREF 14,
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AT AERFAERUEREESR , HRFERENEA go-pg MWEHEER

BERTE. TERRESMREE— transaction RFEITRIZRAL,

err := db.RunInTransaction(func(tx *pg.Tx) error {
// operations...
return tx.Insert(&u)

1)
db &t T Insert,Update,Select,Where EREMED , IRAWHE T HIEE

i, EXHAZXBERIE https://godoc.org/github.com/go-pg/pg

- main.go

XEEXTAOXRY, ESNERPESESE root AR, MREE , NifE
&S LITHIEER root R EIE—/ root P, BEREIE1T http.go H#Y http
5

=]
[

N

4.6 REME, SPE SN
- Build
- Bai4wi%
R AE,
AWS CodeBuild At TR BENRIF, HENTRMKF. HFLT
EFERMBET ERERER Docker 121& , HBENHEEZE DockerHUB,
- FidmiF
iz1T docker build -t recolic/hustdb -f Dockerfile .
- Deploy
- Docker B&IERE

1z1T docker run -d --restart=always --name hustdb -p

8088:8088 -v /srv/hustdb:/var/lib/postgres/data
recolic/hustdb

MRFES RS EER  FMRAFEEE TR LIB1TIE docker F,
RESANKEOMIER http Ix0 , £/ nginx, DNS FREMRHTEM
AEIYEEIR], EE , HHERY session M H D ECREERIRSE L |, RERY

Ik

ﬂ»l:l
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https://godoc.org/github.com/go-pg/pg

RSB BEHER—1 PostgreSQL &8, MU E LENGLTREEIEE
PostgreSQL RIBRSS 28ttt , th o] AEE{ER docker M4E Sz 355K A M 1%
&,
- Kubernetes

TODO, &£ Docker BRI E A BIEEKE.

- FaEpE
1. EEEPRE RN,
2. ERMINEBEET BE% % PostgreSQL, git, Go, Nginx,
3. BREMIANEE PostgreSQL 3 &EEE, FIUSE
https://wiki.archlinux.org/index.php/PostgreSQL
4. iB{T go get -d ./...UAELRZE go EEMIKi,
5. 1517 go build 4miFIt T2, MRAFELELKE PATH , iIEEREIBIT g0
install,
6. BB& Naginx, SBEEXHAITF frontend/nginx.conf
7. 1G1TARS 88 |, ¥ PostgreSQL RIBRSZ 28HutE, TwO. TKS. 255, 4]
A root 5 , IWITHUEFEBFRSRIEA.
- Test
- Banid
TODO
- Fanid
AL iR PR 5% 88 B 2 # EBE 1E https://hustdb.recolic.net/ ., LEMTT
% PC M o)inEE —ERERS, FoNMhN R EEN alimiE T E RV,
B &£ BBk https://hustdb.recolic.net/home.htm! , EEEHTIE/RIE

. EARERRAALNSFER
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2+ x| @®Ubx | @Pox|WPox| 2 pox| Gpox|@Hox| Gpox|WPostg | G postg | & arrays | & postg | €) recolic | @ TM x | A Postg | + x

s C {} @ httpsi/hustdb.recolic.net/home html # o Yt DEOSLGAE &

i WA 5 HowtoWrite G.. & StepbyStepPe.. @ Intelintrinsics.. & Compiler Switc.. Bf A.6Usingthel. & DataAlignmen.. @ OpenMP-4.5-1.. » AT
TMobile home  login

TMobile

Note: This site has many XSS and CSRF vulnerabilities. NEVER use it in production.

TMobile system is currently in private beta.

A= login , ERTTHIEREER,

St x| @Ubx | @Pox|WPox| & pox| Gpox|@Hox| G pox |W Postg |G postg | & array: | & postg: | €) recolic | @ TM x | A Postg | + x
& G {Y @ https//hustdb.recolic.net/login html # o ' PEOES &
i %M [ HowtoWrite G.. & StepbyStep Pe.. @ Intelintrinsics.. & Compiler Switc.. B% A.6Usingthel. & DataAlignmen.. @ OpenMP-4.5-1.. > m HnRE
TMobile home  login
Username
root|

root@recolic.net

drive.recolicnet

HILHE..
-

BWARN ERNZENIAFENAFRBSEAFRB/Z PR EI SQLIEAK
i, YEEIRIERRIE, 7EILiEFEAd , Chromium , Firefox #1 Google Pixel 9
BB INEEIIER,
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2+ x| @Ubx|@Pox|®Pox| 2pox| Gpox|@Hox| Gpox |®Postg |G postg | 2 array: | & postg | €) recoli | @ T™ x | A Postg | + x

= C (r & hupsi/hustdb.recolic.net/login.html o % o Y DHEO®RA &
A [F HowtoWriteG.. @ StepbyStepPe.. & Intel It ) _ }Alignmen... @ OpenMP-4.5-1.. » AP
| hustdb.recolic.net B7=
TMobile i, login Permission denied. Server API error: Password denied.
Username
root
Password

Forget Username / Password

S+ x| @Ubx | @Pox|®Pox| 2pox| Gpox|@Ho x| Gpox |®Postg | G postg | & array: | & postg | €) recoli | @ T™ x | A Postg | + x
<« C 1 @& hitpsi/hustdb.recolic.net/login.hitml o @ ¢ Bk a &
A T8 HowtoWrite G.. & Step by StepPe.. & Inlelll‘ hiistdb i t B }Alignmen... @ OpenMP-4.5-1.. » | HRE
ustdb.recolic.net 7R

Permission denied. Server AP error: Name not found: fuck

TMobhile home  login

Username
fuck

Password

Login Forget Username / Password
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St x| @Ubx|@Pox|®Pox| 2pox| Gpox|@H x| G pox |®Postg | G postg | & array: | & postg | () recolic | @ T™ x | A Postg | + x

< G Y @ hups/hustdb.recolic.net/login.html o fr @ ¢ EeR 9 &

I A [ HowtoWriteG.. & Step byStepPe.. @ Intel It . _ lAlignmEn... @ OpenMP-4.5-1.. » R
| hustdb.recolic.net E7R I

TMobile home login Permission denied. Server API error: Invalid username
format.

HE

Username
test OR
Password

e

Forget Username / Password

WAL , BRI, BN TIHSEREBCHAPER,

St x| @Ub x| @Pox|®Pox| &pox|Gpox|@Hox| Gpox |®Postg |G postg | & array: | & postg | ) recolic [ @ T™ x | A Postg | + x

<« C {} @ httpsi//hustdb.recolic.net/me html? o % o P Bk a @

i A [ HowtoWrite G.. & StepbyStepPe.. & Intelintrinsics.. & Compiler Switc.. B% A.6Usingthel. & DataAlignmen.. @ OpenMP-4.5-1.. » | B EAHRE
TMobhile Me ChangePassword ResetDatabase User AddCredit Plan MyTransactions Logout

My user information

Name: root

Permissions: root,cashier,customer_service,customer,public
Balance: 0.00

Earnings: 12.33

Plan Name: projectFI

Plan Price: 30.0

TMobile System is currently in private beta.

WESEY  ARFRAERBFEEMNIIHE URL , RILiAEBERIKIEL ,
BB LEEANTTH, & EXIUEEHAIN.GEEEMLI®EEK 403 Permission
Denied )
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Sctx | @Ubx | @Pox|®WPox| S pox| Gpox|@Hex| G pox | Postg | G postg | & array: | & postg | €) recolic | @ TM x | A Postg | + x
& C {y @ https://hustdb.recolic.net/login.html I L] BEeEka &
FZF 181 How toWrite G.. & StepbyStepPe.. @ Intellntrinsics.. < Compiler Switc.. B% A.6Usingthel. & DataAlignmen.. @ OpenMP-4.5-1.. » | W R
[® (] | FElements Console Sources Network Performance Memory  Application » PoX
. hame ® O™ ¥ Q| Vew ) Groupby frame | @ Preservelog @ Disable cache | [ Offine Nothrc
TMobile login Filter [ HidedataURLs [} XHR JS CSS Img Media Font Doc WS Manifest Other
| 1000 ms 2000 ms 3000 ms 4000 ms 5000 ms 6000 ms|
Username Name Meth.. Status |Type  Initistor Size  Time  Waterfall N
[] select2 min css GET 200  styles. mehtml39  151.. 1.62s N =
[] perfect scrollbar.css GET 200  styles. mehtmi40 26KB 1.625 N
utilcss GET 200  syles. mehtmial  851. 1.63s N
Password = il
[] maincss GET 200  syles. mehiml42 50KB 1.62s N
[ ] sha2s6.min.js GET 200 script mehtmiad  9.1KB 1.61s N
[] jquery-3.2.1.minjs GET 200 script mehtmiS  850. 177s i
Forattl P 3 | popperjs GET 200  script mehtml52  80.1.. 1.96s ===
i orget Username / Fasswort | bootstrap.minjs GET 200 script mehiml53  502. 198s —
[ select2.min js GET 200  script mehimls4  654. 1995 S
[[] mainjs GET 200  script mehtml55 3138 1.99s .
[] Queryuserinfozname=r.. GET 403  xhr 1048 356 ms ]
[] mehtmi GET  (canc. xhr 0B 413ms
[] logintmi GET 200  docu. 10048 398ms B
[] bulma.min.css GET 200 styles. 179 KB 640 ms =
|| bootstrap.min.css GET 200  styles.. loginhtml  122KB 775ms -
[]fontawesomemincss GET 200  styles. lognhtml  305. 803ms -
[] animate.css GET 200  styles.. logi 236.. 832ms -
[] selectzmin.css GET 200 styles. 151.. 833ms =
| narfact.scrollhar css 200 stvles lonin html 7 A KR R51ms - — 2k
37 requests | 17MEtransferred | 1.6MBresources | Finish:2.195 | DOMContentLoaded: 1805 | Load: 1.845
Console  What's New x  Search Network conditions X
Highlights from the Chrome 74 update
Highlight all nodes affected by CSS property ‘
; ! " that mobile links and butt
WehSacket hinarv messane viewsr L‘ X

RMEZATICEBINE. FHEEM root BF AR # T R
root@recoliccnet , ¥ fff Bob A F~ B £ # T ®
recolickeghart@gmail.com, FEHMRIKEMIRIZRRE , AEIERRER 4 %
ERSZ W Z MBS EHEER.

EEETICRAFR/ZBZE | #iA root@recolic.net , #Af5 2 WAKEIT
BERAFEMZREERENME, 2, LHBEFTFNIEZBH ARRTERFN
IRZERS , IR 22— token , RBEL2RE,

m no-reply-hust@recolic.netty
ject TMobile password reset

To Bensong Liude

Your username is root. Use the following link to reset your password:
https://hustdb.recolic.net/changePassword.html?old=f16bce3cdfae4f1da82a15ca5293ah92848ad2f6fA96216333b2f68a0bcb22a&kname=root

TMobile

DEFGHALTIE , EEZE |, BRI,
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c+ x| @Ubx|@Pox|®WPox| 2pox|Gpox|@®Hex| G pox|WPostg |G postg | £ array: | & postg | ) recolic | @ T™M x | A Postg | + s

(3

& C {0 @ htps://hustdb.recolic.net/changePassword.htmlzold=f16bce3cdfaedfld082a15ca5293ab92848ad2f6f096e16333b2f68a0bcOb.. @ ¥r © ¢ P s a &

Rl B HowtoWrite G.. & StepbyStep Pe.. @ Intelintrinsics.. & Compiler Switc.. §f A6Usingthel. & DataAlignmen.. @ OpenMP-4.5-1.. » W AhBE

TMobile

Change or Reset password for root

0ld Password

f16bce3cdfae4f1d082al5ca5293ab92848ad2i6f096e16333b2i68a0bcOb22a

New Password

New Password Confirm

sseasennd|

ChangePassword

HERERAMELER , fEEBE2EN,

Sct x| @Ubx | @Pox|WPox| S pox|Gpox|@Hox| G pox|W Postg |G postg | & array: | & postg | €) recolic | @ T™ x | A Postg | + X
< C {)Y @ httpsi//hustdb.recolic.net/me html? o« fr = Y DEO®ESG §F

RZF 181 HowtoWrite G.. & Step by StepPe.. @ Intellntrinsics.. < Compiler Switc.. B% A.6Usingthel. & DataAlignmen.. @ OpenMP-4.5-1.. » | R

TMabile Me ChangePassword ResetDatabase User AddCredit Plan MyTransactions Logout

My user information
Name: root
Permissions: root,cashier,customer_service,customer,public

Balance: 0.00

Earnings: 12.33

Plan Name: projectF|

Plan Price: 30.0

TMobile System is currently in private beta.

E¥{ER root BFPER , B root BRFEBMBMIXER , FA7A root BF
HITINEEM,

Eoa =g | FZEMNFR . NONE
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St x| ®Ub x| @Pox|®MPox| & pox| Gpox|@Hox| G pox|W Postg | G postg | & array: | & postg | €) recolic | @ T™M x | A Postg | + x

< C Y @& https:/hustdb.recolic.net! ePassword.html L3 L BEARka &
A T8 How to Write @ Step byStepPe.. @ Intelln . _ 3 Alignmen.. @ OpenMP-4.5-1.. » | I R
. hustdb.recolic.net B7R L
TMobile Me ChangePassword ResetDataba Done. Legout
Change or Reset password for root
Old Password
New Password
New Password Confirm
ChangePassword
-
)RR | FENR
< g == .
BEE(RD)BEE : 2 : ROOT
S+ X|@Ubx|@Pox|®Pox| 2pox| Gopox|@Hox| G pox|W Postg | G postg | & array: | & postg | € recoli | @ T™M x | A Postg | + x
« C (Y @ hups:/hustdb.recolic.net/resetDatabase. html o % 1 4 Bk a &
WM B HowtoWriteG.. & StepbyStepPe.. & Intellr ) _ 3 Alignmen.. @ OpenMP-4.5-1.. » I Hfbhe
hustdb.recolic.net B~ L
TMobile Me ChangePassword ResetDataba ARE YOU REALLY REALLY REALLY REALLY WILLING Legout

TO FUCK THE ENTIRE DB?7?

Clear and reset database

Please type "YES | WANT TO CUT MY DICK NOW" to confirm the dangerous action.

YES | WANT TO CUT MY DICK NOW

FIRE!!

FAP1ME : BEMPE : CUSTOMER_SERVICE
FTATTERN B HSRIFFERAFES.
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S+ x| @Ubx | @Pox | WPox| & pox| Gpox|@Hox| G pox |W Postg | G postg | & array: | & postg | () recolic | @ TM x | A Postg + x

& C {} @& https://hustdb.recolic.net/users html # ? Eexa &
i WA T HowtoWriteG.. & Step by StepPe.. @ Intellntrinsics.. & Compiler Switc.. B% A.6Usingthel.. & DataAlignmen.. @ OpenMP-4.5-1.. » | W HARE
TMobile Me ChangePassword ResetDatabase User AddCredit Plan MyTransactions Logout

Users

name permission balance earning plan plan_price

recoli 11.2. 0 99cent: rmar 39
L Iston 0.0 0
root oot,cashier,customer_service,customer,public 0.00 12.33 projectFl 30.0

Note: You can only Add or Remove customer account if you are not root.

EINAF : EEMNPR : CUSTOMER_SERVICE 3 ROOT

F R PR FhR CUSTOMER BASMYER : EERE : ROOT

N BRMT —ANHA, , BF trump , PR root+cashier , L EHEFE
fuck@outlook.com, HWEZETTEBE N , FAFHIRETIRT,
FEUTLSED , PigEUE. BHRAFA. AFRBIEA E8B. ES8RAFA. F
EERFEF BB RN , BRIYEE , BERHE,
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mailto:我添加了一个新用户，名字trump，权限root+cashier，安全邮箱fuck@outlook.com。确定之后页面自动刷新，新用户出现在列表中。
mailto:我添加了一个新用户，名字trump，权限root+cashier，安全邮箱fuck@outlook.com。确定之后页面自动刷新，新用户出现在列表中。

Sct x| @Ubx| @Pox | WPox| & poX| Gpox|®Hox| G pox |W Postg | G postg | & array: | & postg | €D recolic | @ TM x | A Postgr | =+ x
“ C {t @ hips://hustdb.recolic.net/users.html > L A <] sk a &

WF B HowtoWriteG.. & StepbyStepPe.. @ Intellr ) _ yAlignmen.. @ OpenMP-4.5-1.. » | W P
hustdb.recolic.net B

TMobile Me ChangePassword ResetDatabal Please enter user name: Logout

earning plan

Alice customner_service 0.00

recolic customer 11.22 0.00 99cent-poorman 0.99
Bob 0.00 0.00
root root,cashier,customer_service,customer, public 12.33 projectF| 30.0
trump root,cashier 0.00 0.00

Note: You can only Add or Remove customer account if you are not root.

Set Customer's Plan Add User

TEEBMFRI A, MAZBRAFRE  fE@A , BRRI, TEB
RIF , RP#%BER.

St x| @Ub x| @®Pox|WPox| & pox| Gpox|@®Hox| G pox |W Postg | G postg | & array: | & postg | €) recolic | @ TM x | A Postg | + x
& C (Y @ htps:/hustdb.recolic.net/users T ] EmEka &
# MM (B HowtoWriteG.. & StepbyStep Pe.. @ Intellntrinsics.. < Compiler Switc.. & A.6Usingthel. & DataAlignmen.. & OpenMP-4.5-1.. > I AR
TMobile Me ChangePassword ResetDatabase User AddCredit Plan MyTransactions Logout
Users
name permission balance earning plan plan

0.00 0.00 0.00
recolic customer 11.22 0.00 99cent-poorman 0.99
Bob customer 0.00 0.00 0.00

]

root roat,cashier,customer_servic

omer,public 0.00

Note: You can only Add or Remove customer account if you are not root

Set Customer's Plan | Add User

TEERD—MEFER trump AR , FHUALRIS 5 ERE,
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S+t x| @Ubx|@Pox|MPox| 2pox| Gpox|@Hox| G pox|WPostg | G postg | & array: | 2

postg | € recoli | @ T™ x | A Postg | + x

<« C {Y @ httpsi//hustdb.recolic.net/users.html e v BEekxa &
A T8 HowtoWrite G.. & StepbyStepPe.. @ Intellntrinsics.. & Compiler Switc.. 5% A.6Usingthel. < DataAlignmen.. @ OpenMP-4.5-1.. » | R
TMobile Me ChangePassword ResetDatabase User AddCredit Plan Logout
Users
Alice customer_service,cashier 0.00 0.00 0.00
recolic customer 11.22 0.00 99cent-poorman 0.99
Bob customer 0.00 0.00 0.00
root root,cashier,customer_service,customer,public 0.00 12.33 projectFl 30.0
trump customer_service 0.00 0.00 0.00
Note: You can only Add or Remove customer account if you are not root.
Set Customer's Plan | Add User
St x| @U x| @Pox|®Pox| &pox| Gpox|@Hex| G pex|® Postg | G postg | & array: | & postg | € recolic | @ TM x | A Postg | + X
< C (Y & hipsi//hustdb.recolic.net/me htmb? o % & P mea &
A [Fl HowtoWrite G.. @ StepbyStepPe.. @ IntelIntrinsics.. « Compiler Switc.. B8 A.6Usingthel. < DataAlignmen.. @ OpenMP-45-1.. » I HihPE
TMobile Me ChangePassword Plan User Legout

My user information
Name: trump
Permissions: customer_service

Balance: 0.00

Earnings: 0.00

Plan Name:

Plan Price: 0

TMobile System is currently in private beta.

ERE , EERERTERFAABNIIE. IERSHERMAMNIEATZ

REREDIE (BERRE ! ) |, ERIELE,
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St x| @Ubx | @Pox|®Pox| & pox| Gopox|@Hox| G pox |® Postg | G postg | & arrays | & postg | ) recolic | @ TM x | A Postg | + Ed

abase html * tPpED®SL S &

B 18 HowtoWrite G.. & StepbyStepPe.. @ Intellr . _ ) Alignmen.. @ OpenMP-4.5-1.. » | W OHAbEE
hustdb.recolic.net B

< C (Y @ https//hustdb.recolic.net/r:

TMobile Me ChangePassword Plan Usel Failed: Server API error: Permission denied. Logout

Clear and reset database

Please type "YES | WANT TO CUT MY DICK NOW" to confirm the dangerous action.

YES | WANT TO CUT MY DICK NOW

FIRE!!!

LB FRBI B0 R trump , BR—1MNEEERR ,

EHITER :

tEFe R BEtEINFMMEA,, T

S+ X | @UbxX | @Pox|WPox| & pox| Gpox|@Hox| Gpox|®Postg |G postg | & array: | & postg | €) recolic | @ T™M x | A Postgi | + X
&« C (Y & httpsi//hustdb.recolic.net/users.html -4 ? ek a &
WA [E] HowtoWriteG.. & StepbyStepPe.. @ Intelintrinsics.. @ Compiler Switc.. § A.6Usingthel. & DataAlignmen.. @& OpenMP-4.5-1.. » | I HihPe

TMobile Me ChangePassword Plan User Logout

Users

name N earnin plan

Alice customer_servici

0.00

recollc customer poorman

Bob custormer 0.00 0.00
oot root,cashier,customer_service,customer,public 0.00 1233 projectFl 30.0
t custormner_service 0.00 0.00
hi customer 0.00 0.00 0.00

Note: You can only Add or Remove customer account if you are not root.

Set Customer's Plan | Add User

FEX A hi AR —tIIRA, TEZRSHWARXNZREL —MER (Fg
MAZ A )
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<.html * ] Hexa &

M T8 HowtoWrite G.. & Step by StepPe.. @ Intelln . _ ) Alignmen.. @& OpenMP-4.5-1.. » | R
hustdb.recolic.net iR |

& C {y @& hitps://hustdb.recolic.net/u

Failed. Server AP| error: Permission denied.

TMobile Me ChangePassword Plan Use| Logout

Users

name issi balance

Alice custormer_servic 0.00 0.00 0.00
recolic customer 11.22 0.00 9 poorman 0.99
Bob customer 0.00 0.00 0.00
root 12.33 3

trump customer_service 0.00 0.00 0.00
hi customer 0.00 0.00 0.00

Note: You can only Add or Remove customer account if you are not raot.

LERY , FAVIRIEHRIELR, ERRE root A EEMER T MZE NS F.
Bt , I AREEBIRIR T EEME ZIMIAF,

St x| @Ubx|@Pox|WPox| & pox|Gopox|@Hex| G pox |WPostg | G postg | & array: | & postg | () recolic | @ TM x | A Postc + x
¢ C { @ hitps:/hustdb.recolic.net/users.html p:d ] BEe&ka &
# A B HowtoWriteG.. & Step byStep Pe.. & Intellr . _ ) Alignmen.. @ OpenMP-4.5-1... » | R
hustdb.recolic.net 7% |
TMobile Me ChangePassword Plan Usel Failed. Server AP| error: Permission denied. Logout
Users

name permission balance g plan_

customer 11.22 -poorman 0.99

Bob customer 0.00 0.00

root shier,customer_service,customer,public 0.00 projectFl 30.0
trump customer_service 0.00 0.00 0.00
hi customer 0.00 0.00 0.00

Note: You can only Add or Remove customer account if you are not root.

HoONRERFHNESE  REEWNARFRNMEER., INMBREFE
customer_service MXPR, TEF , F4 Bob i2E TEE projectFl,
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@ https://hustdb.recolic.net/users.

@ Step byStep Pe.. & IntelIntrinsics...

TMobile Me ChangePassword Plan User

Users

@ Compiler Switc...

| @ Ho x | G po x | % Postg

balance

Alice customer_service cashier 0.00
recolic customer 11.22
root root,cashier,customer_service,customner,public 0.00
trump customer_service 0.00
h customer

Bob customer 0.00

Note: You can only Add or Remove customer account if you are not root

Customer's Plan Add User

| G postg

8% A6 Usingthel.

& Data Alignmen...

99cent:

| & arrays | & postg | €) recol
i 4
@ OpenMP-4.5-1..

plan

rman

projectfl

@ ™™ x | A Postg |

+ x

rPE®AGa &

0.00

0.00

0.00

30.0

B A

Logout

Eif , HEXTHRIEMZREER
WIS SMERLEIET,

Sct X | @Ubx|
€ c O
2 WA B HowtoWrite G...

@Pox|®WPox|2poX|Gpox|®

& https://hustdb.recolic.net/user:

s.html

@ Step byStep Pe.. @ Intellr

TMobhile Me ChangePassword Plan Usel

Users

Ho x|

 BERE-NMMEFENRAFRREER

G po x | 9 Postg

hustdb.recolic.net BR

balance

Alice customer_servic 0.00
recolic customer 11.22
root root,cashier,customer_s stomer,public 0.00
trump customer_service 0.00
hi customer 0.00
Bob customer 0.00

Note: You can only Add or Remove customer account if you are not root.

Set Customer's Plan | Add User
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Sct x| @Ubx | @Pox | WPox | & pox| Gpox|®Hox| G pox | Postg | G postg | & array: | & postg | €D recoli | @ T™ x | A Postg | + %

¢ C {y @ httpsi//hustdb.recolic.net/users.htm ¥ t Eeska &
# WA [F] HowtoWriteG.. & StepbyStep Pe.. & Intelly X _ yAlignmen.. @ OpenMP-4.5-1.. » I HRhRE
hustdb.recolic.net B~
TMobile Me ChangePassword Plan Usel Failed. Server API error: Name not found: a Logout
Users
name balance
Alice 0.00 0.00
recolic customer 11.22 0.00 99cent-poorman 0.99
root root,cashier,customer_service,customer,public 0.00 12.33 pro| 30.0
trump customer_service 0.00 0.00 0.00
hi customer 0.00 0.00 0.00
Bob customer 0.00 0.00 projectFi 30.0
Note: You can only Add or Remove customer account if you are not root.
Sct x| @Ubx|@Pox|WPox| 2pox| Gpox|@Hex| G pox|®Postg | G postg | & array: | & postg | () recoli | @ T™M x | A Postg | + x
< C {} @& hitps:/hustdb.recolic.net/users.html % 1 sk a &
Ff 8 HowtoWrite G.. & Step byStepPe.. @ Intellr . _ yAlignmen.. @ OpenMP-45-1.. » | i AR
hustdb.recolic.net B~ L
p i -
TMobile Me ChangePassword Plan Usel Failed. Server AP| error: Name not found: nullPlan Legout

balance

Alice customer_service 0.00

recolic customer 11.22 0.99
root root,cashier,customer_sery stomer,public 0.00 12.33 PprojectFi

trump custorner_service 0.00 0.00 0.00
hi custormer 0.00 0.00
Bob customer 0.00 0.00 30.0

Note: You can only Add or Remove customer account if you are not root.

Set Customer's Plan Re

e User

7£ Plan TimE =] BAYE AN E MR Plan, X#EBFEZE customer_service BIIXER,
TEHEIEIIM— Plan I ctexcelShit , B# 49.99 =T,
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€ C ) @ hitps://hustdb.recolic.net/plans.html b4 ? sk a &
i WA [ HowtoWrite G.. & StepbyStepPe.. @ Intelintrinsics.. & Compiler Switc.. §% A.6Usingthel. « DataAlignmen.. @ OpenMP-45-1. » I R
TMobile Me ChangePassword Plan User Logout
Plans

oorman 0.99
projectFl 30.0

elshit 49.99

Set Customer's Plan | Add Plan

E4F , FE]UABIPRE.

S c++- | @ Ubun | @ Postg | W Postg | & postg | G posto | @ How | G postc | W Post | G postg | & array | & postc | €y Comi | @ TN x | A Postc |® Bash | + x
- C {3 @ https:/ihustdb.recolic.net/plans html ¥ Tt PEO®&RS &
# fZA [ HowtoWriteG.. < Step byStep Pe.. @ Intelintrinsics.. & Compiler Switc.. Bf A.6Usingthel. < DataAlignmen.. @ OpenMP-4.5-1.. » W A
TMaobile Me ChangePassword ResetDatabase User AddCredit Plan MyTransactions Logout
Plans

t-poorman 0.99

ectFl 29.99

Set Customer's Plan | Add Plan

ME , FidEMR—NEAEFERD plan: projectFl, ESERXA plan B
Bob 7EfEA , ANEEMIBR,
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& c++- | @ Ubun | @ Posto | ¥ Posto | & postg | G posto | @ How | G postc | W Posto | G postc | & arra S postc | Comr | @ Th x | A Postc |® Bash | + x

¢« C (Y @ https//hustdb.recolic.net/plans heml r L B <) Bk a @
i WA B HowtoWrite G.. & StepbyStepPe.. @ Intellf . _ 1Alignmen.. @ OpenMP-4.5-1.. » | B HAAE
hustdb.recolic.net B~
TMobile Me ChangePassword ResetDataba Failed. Server AP error: The plan is still in use by some Logout
user: Bob
Plans

name price
0.99

99cent-poorman

B , 7 plan TIERAILLRERFH plan,

Elt , EIROFABEINEERERTE, BERE Alice , fhER EEZARFULTR
SHINPR , FANEIRTR,

= TRE  ZEREE-MRINMERN , ESIRE 10 E5Th Earning(T4AB% ?
TH? EBXMWGRTMRERXMET, ). BEF , WRREWRE , BRITRIR
U DA el D TAS e
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2 c++- | @ Ubun | @ Postg | 9 Postc | & posto | G postg | @ How | G posto | % Posto | G postc | & array | & posto | €) Comi | @ Th x | A Postc | ® Bash | + Ed

< CG Y @ httpsi//hustdb.recolic.net/me html? ok @ 9 -
MM 8 HowtoWriteG.. @ StepbyStepPe.. @ Intelintrinsics.. @ Compiler Switc.. 5% 2 x |enMP-4.5-l... » | Rt
PRVt ’ U erewEn?
TMobile Me  ChangePassword  Plan  User  AddCredit [k ‘ Alice ‘ Logout

Eﬁg e [
R e EORTF LN Google IS
s s IAEEIHEE R & HEAED

My user information

Name: Alice

Permissions: customer_service,cashier

Balance: 0.00

Earnings: 0.00

Plan Name:

Plan Price: 0.00

TMobile System is currently in private beta.

W& , cashier MWINEEFL R AR R 7 EFINZE,
F(EF Alice 25 Bob 718 30 jTiE%: , 45 recolic #F% 50 TTiE%E , giaREW
o

2 c++ | @ Ubu | @ Post | % Post | & post | G post | @ How | G post | % Post: | G post arra, | & post [€) Com | @ Tt x | A Post |® Bast |8 The | + x

& C {3 @ https://hustdb.recolic.net/users. html o o Y PES®ES &

A B HowtoWriteG.. & StepbyStep Pe.. @ Intelintrinsics.. & Compiler Switc.. B A6Usingthel. & DataAlignmen.. @ OpenMP-4.5-1.. » | W HfthPe
TMobile Me ChangePassword Plan User  AddCredit Logout

Users

name

trump customer_service 0.00 0.00 0.00
hi customer 0.00 0.00 0.00
Bob customer 0.00 0.00 projectFl 29.99
root root,cashier,customer_service,customer,public 0.00 53.55 projectFl 29.9%
recolic customer 1241.22 0.00 93cent-poorman 0.99
Alice customer_service,cashier 0.00 1233.33 0.00

Note: You can only Add or Remove customer account if you are not root.

Set Customer's Plan | Add User
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TMobile Me  ChangePassword Plan  User  AddCredit Logout
Users
name permission balance earning plan plan_price

o oot,cast ustome: e,customer,public 0.0 Jectl 3
Bob custon 0

ecoli iston 1.2, 9
Alice customer_service,cashier 0 26

Note: You can only Add or Remove customer account if you are not root.
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g, TLRNBAUSHEE 0, REFEENIE credit , NREERFTEE
AddCredit &3\ T84,
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Failed: Server API error: Name not found: r

TMobile Me ChangePassword Plan Use| Legout

Add credit to customer

=

4.7 REQTEFTNESE
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1. Design security from start: NHRIZITRAENMBEELZLESE, Flu,
token £ EEFER T HEZRBEFENEE,

2. RRAMEERR , MEEEFRAFKA. FlaNEEZEDE email,

3. AR, REETHRAZ—UATHRRT , REFUNAZRERTL
£,

4. BIEHEHINPREE,

5. Docker T8 , EEfIRSZ B R K L —HEE, FILAMER Kubernetes Fiji
AR B9 T B TR R 4aF0 Th k191,

6. MIEESRRENSE  RiRSakRSE , I MUEE— 307 IR TEEFS
EMNEIIE , ERF 7RI, FinxF i session DREITERIARSES |

f% session RSN , RSB BRLXINRSH., BRIFHIAITRILZE,
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8. STEM ACID EJR , AW ENRRERESRIEBIE L,

9. TEMFHITMI. Go BREEMMLENFHTIHRIFNFFLGHES.

10. Nginx % # https. http2, HSTS SR EMNM R LT 2EMH, Tl E
Cloudflare, Cloudfront T B &R, 7~ :https://hustdb.recolic.net/
1. Bllm web BEIEMN , B, FH. FiRER, kindle Fix&EFILABEMN
RILLHITIE, EEMREREA. SHIREAVRIIRN KR THIERLTHI B BIF a7
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XL B S IEFIAE T EIEERANR | W FRIRENNAMNEFIZE T
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SR B ERFERURFES KR |, 33 T SEERMEUR B R A & R R
RBETERRAWTHE, EXXKEFR , SRASERINEERANERENY,
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AT FAN S EREXENRER, 5 A0 OERTHEERN. EAREH
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